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Agenda

Campus QoS Design Considerations and Best Practices
- Cisco Catalyst 2960-X / 3560-X / 3750-X QoS Design

« Cisco Catalyst 9000 / 3850 / 3650 Series QoS Design

- Cisco Catalyst 6800 / 6500-E QoS Design

« Meraki MS Series Switch QoS Design

Campus WLAN QoS Design Considerations and Best
Practices

« Cisco AireOS WLC AVC / QoS Design
+ Cisco Catalyst 9800 WLC QoS Design
« Meraki MR Series AP QoS Design

What are we doing to make this simpler?

Summary and References
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What Do You Consider First?
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Where to Begin?

- Always, Always, Always Start with Defining Your Business Goals of QoS
- Guaranteeing voice quality meets enterprise standards

- Ensuring a high Quality of Experience (QoE) for video applications

« Improving user productivity by minimizing network response times

- Managing business applications that are “bandwidth hogs”

- Identifying and de-prioritizing non-business applications

« Improving network availability by protecting the control planes

- Hardening the network infrastructure to deal with abnormal events

cisco L{{@/
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Determining Business Relevance

How Important is an Application to Your Business?

@ O

Relevant Default
» These applications directly » These applications may/may
support business objectives not support business objectives
* Applications should be (e.9. HTTP/HTTPS/SSL)
classified, marked and » Applications of this type should
treated marked according to be treated with a Default
industry best-practice Forwarding service
recommendations
RFC 4594 RFC 2474

Cisco M,/ BRKCRS-2501

Irrelevant

* These applications do not
support business objectives and
are typically consumer-oriented

» Applications of this type should
be treated with a “less-than
Best Effort” service

RFC 3662

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Translating Business-Relevance to QoS Policies
Apply RFC 4594-based Marking / Queuing / Dropping

Application Per-Hop Queuing & Application
Class Behavior Dropping Examples

Default O;
Irrelevant E

cisco M- BRKCRS-2501 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 9



Translating Business-Relevance to QoS Policies
Apply RFC 4594 -based Marking / Queuing / Dropping

Application Per-Hop Queuing & Application
Class Behavior Dropping Examples

—

Priority Queue (PQ) Cisco IP Phones (G.711, G.729)
Cisco Digital Media System (VoDs)

CS5

Broadcast Video
Real-Time Interactive
Multimedia Conferencing

CS4

AF4
AF3

CS6

Transactional Data AF2 BW Queue + DSCP WRED ERP Apps, CRM Apps, Database Apps
Bulk Data AF1 BW Queue + DSCP WRED E-mail, FTP, Backup Apps, Content Distribution
Default Qﬁl Default Forwarding DF Default Queue + RED Default Class
Irrelevant H

cisco M- BRKCRS-2501 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 10



Start by Defining Your QoS Strategy

Articulate Your Business Intent, Relevant Applications and End-to-End Strategy

CISCO.  Strategic QoS

Design

Ar-A-Glance

The Quality of Service Challenge

there is a virtual explosion of rich media
applications on the IP network This explosion of content
and media types, both managed and un-managed,
requires network architects to take a new look at their
Quality of Service (QoS5) designs.

Step 1: Articulate Business Intent and
Application Relevance

The first step may seem obvious and superfluous, but in
actuality it is crucial: cleaﬂy define the business.
cbjectives that your QoS policies are to enable. These
may include anylall of the following:

= Guarantesing voice quality meets enterprise standards
. Ensurng a high Qualty of Experience (QoE| for video
network

user p
response tmes m( |r|temmve applications.
« Managing applications that are “bandwidth hogs™
. Fyio ol G priortizi aumer applioads

= Improving network availability
» Hardening the network infrastructure

‘With these goals in mind, network architects can clearly
identfy which applications are relevant to their business.
Conversely, this exercise will alsc make it apparent
which applications are not relevant towards achieving
business abjectves. Such applications may include

bed andfor

applications.

Finally, there may be applicationsiprotocols that can fall
into either category of business relevance. For Emnle
HTTP/HTTPS may camy business-relevant
consumer-oriented traffic, and as such cannot bE deaﬂ)'
classfied in ether category. Note: in such cases, deep
packet inspection technologies may be able to
discrately identify the applications being transported,
allowing these to be properly classified in ine with
business objectives.

Figure 1 Determining Application Business Relevance

Rokvan Inmeam

Myt |
Unknmwn

.&./

Cisco

Step 2: Define an End-to-End @oS Design Strategy
Once applications have been defined as business-relevant
{or ciherwisa), then the network architect must decide how
to mark and treat these applications over the IP
infrastructure.

Tothis end, Cisco advocates following relevant industry
standards and guidelines, as this extends the effectveness
of your QoS policies beyond your direct administrative
control. That being said. it may be helpful to overview a
relevant RFC for QoS marking and provisioning: RFC 4594,
“Configuration Guidelines for DiffServ Service Classes ™

These guidelines are to be viewed as industry best-practice
recommendations As such, enterprises and service
providers are encouraged to adopt these marking and
provisicning recommendations with the aim of improving

an,
Homwever, it should be noted that these guidelines are not
standards; as such, modifications can be made to these
recommendations a5 specific needs or constraints. require

Thus, to meet specific business requirements, Cisco has

made a minor modification to its adoption of RFC 4504

specifcally the swapping of Call-Signaling . and Broadcast

Video markings (to C53 and CS5, ely). A summary
in

RFC 4504 also provides some application classification
rules to help network architects to assign applications io
the optimal traffic classes: these are summanzed in the

following sections:

Business relevant application can be grouped into one of
four main categories:

- control plane protocols
- voice appllcannns

Seginning with the control plane protocols, these may be
sub-divided further, 35 shown in Figure 3.

Figura 3 Control Plans Trafic Classes

» Network Control—This traffic class is intended for
network control plane traffic, which is required for reliable:

operation of the enterprise network. Traffic in this class
should be marked C58 and provisioned with a

of Cisco’s implementation of RFC 4594 is.
Figure 2.

Flgure 2 Claco [RFC 4554-Based) QoS Recommendations

but queue.
WRED should not be enabded on this class. as network.
control traffic should not be dropped. Example trafic
inciedes EIGRP, OSPF, BGP, HSRP, IKE, etc.

« Signaling—This traffic ciass is intended for signaling

traféc that supports IP voice and video telephony. Traffic

in this class should be marked CS3 md prwlsu\ed with

a d but

queue. WRED should not be enabled on this class, as
signaling raffic should not be dropped. Example rafic

inchudes SCCP. SIP, H. 323, etc.

-0 i (OAM)}—
This traffic dlass is intended for network operations.
administration, and management traffic. This dlass is
critical to the ongoing maintenance and support of the
network. Tniﬁr. n this class should be marked CS52 and

i
i

!

tha but
bandwidth queue. WRED should not be enabled on this
class, as 0OAM traffic should not be dropped. Example
traffic includes SEH, SNMP, Syslog, etc.

Cisca's RFC 4534-Based QoS Design Stratagy

At-A-Glance

Provisioning for voice is relavely straightionward:

+ Volce—This traffic class is intended for voice/audio
traffic (VolP signaling traffic is assigned to the “Call-
Signaling” class). Traffic assigned 1o this class should be
marked EF. This class is provisioned with an

Forwarding (EF) Per-Hop Behavior (PHE). The EF PHE-
defined in RFC 3248-is a strict-priorty queuing service
and, as such, admission o this dass should be
controlled . Example traffic includes G.711 and G.729a,
as well as the audio components of multmedia

Smﬂpaﬂ( cing applications, like Cisco Jabber, WebEx and

Vid the ot
requirements depending on the | typs it in
Figure 4.

Flgure 4 Video Traffic Classes
]

s
Two key questions need io be answered to determine
the optimal traffic classification for a video application ©
» is the videe unidirectional or bidirectional?
- is the video elastic or inelastic?
“Elastic™ fiows are able to adapt to network congestion
andior drops (by reducing frame rates, bit rates,
compression rates, ete.); “inelastic™ flows either do not
have such capabiities or—in order to meet specic
business configured not to utilize these.

With these two questions answered, video applications
may be assigned to ther respective raffic classes,
including:

» Broadcast Video—This traffic class is intended for
broadcast TV, live events, video surveillance flows, and
similar “inelastic” streaming video flows Traffic in this
class should be marked Class Selector 5§ (C55) and may
bbe provisioned with an EF PHE; as such, admission to
this class should be controlled. Example traffic includes
live Cisco Enterprise TV (ETV) streams, and Cisco P
Video Surveillance.

CapiGh © 3015 Cacn Syataras, i A8 “ghén amrved. Conen, s o g, Clac Syaterra,

+ Real-Time Interactive—This traffic dass is intended for
inelastic interactive video applications. Whenever

possible, signaling and data sub-components of this class
should be separated out and assigned to their

* Transactional Data—TIlis traffic class is intended for

Trafficin this
H.ES shDuI:I be marked AF Class 2 {AF21} and should be

traffic classes. Traffic in this class should be marked C54
and may be provisioned with an EF FHE: as such,
admission to this class should be controlled. An example
application is Cisco TelePresence.

+ Multimedia Conferencing—This raffic class is
intended for elastic interactive muitimedia collaboration
applications. Whenever possible, signaling and data sub-
components of this class should be separated out and
assigned to their respective traffic classes. Traffic in this
cdass should be marked Assured Forwarding (AF) Class 4
(AF41) and should be provisioned with 3 guaranteed
bandwidth queue with DSCP-based Weighted-Random
Early Detect (DSCP-WRED) enabled. Traffic in this dass
may be subject to policing and re-marking. Example
applications include Cisco Jabber, WebEx and Spark.

* Multimedia Streaming—This traffic class is intended for
elastic streaming video applications, such as Video-on-
Demand (VD). Traffic in this class should be marked AF
Class 3 (AF31) and should be provisioned with a
guaranteed bandwidth queue with DECP-based WRED
enabled. Example applicaions inchude Cisco Digital
Media System Video-on-Demand (VoD ) streams. E-
Leaming videss, etc.

Figure 5 Data Tramc Classes

g |
When it comes to data applications. there is really only

one key question to answer (35 illustrated in Figure 51
- Is the data application “forsground” or “background™?

“Foreground” refers to applications from which users
expect a response—uia the network—in order to continue
with their tasks; excessive latency to such applications
will directly impact user productity.

Conversely, “background” applications—whie business

relevani—do not directly impact user productivity and
typically consist of machine-to-machine flows.

or more
ittpitaww.clisco.comien’USidocs/solutions/EnterpriseWAN_and MAN/COS_SRND_40/CoSintro_40.himl
And the Clsco Press Book: End-to-End God Retwork Deslgn (Second Edtion-Criaoter 10

with a dedicated queue with DSCP-
WRED enabled. This traffic ciass may be subject to policing
and mmamng Example applications include data

Enterprise Hpsuurw F'lalllq (ERP) q)ﬂu:annns
Curstomer {CRM)
database applications, etc.

* Bulk Data—This nzfﬁc d.a;s isintended for non-

Traffic in this.
ciass should be marked ﬂF Class 1 (AF11) and should be
provisicned with a dedicated bandwidth queue with DSCP-
WRED enables. This traffic cass may be subject to policing
and re-marking. Example applications include: E-mail.
backup operations. FTR/SFTP transfers. video and content
distribution, etc.

‘With all business-relevant applications assigned 1o their
respective trafic classes, then only two types of raffic
classes are beft to be provisioned:

* Best Effort {the Default Class)—This traffic class is the
default class. The vast majority of applications will continue
to default to this Best-Effort senvice dlass: as such, this
default class should be adequately provisioned. Traffic in
this class is marked Default Forwarding (DF or DSCP 0)
and should be provisioned with a dedicated queue. WRED
is recommended to be enabled on this class..

* Scavenger—This traffic class s intended for all
applications that have been previously identified as
business-imelevant. These may include video applications
that are consumer andior entertainment-criented. The
approach of a “less-than Best-Effort” service class for non-
business applications (as opposed to shutting these down
entrely) has proven to be a popular, polical compromise.
These applications are permitted on business networks
when bandwidth is available: however, 35 soon as the
network experiences congestion, this class is the most
aggressively dropped. Trafic in this dlass should be
marked CS51 and should be provisioned with a miimal
bandwidth queus that is the first to starve should network
congestion occur. Example traffic includes Netfix,
YouTube, Xbox Live/360 Movies, iTunes, BitToment, etc

more detals, see:

Uploaded to the BRKCRS-2501 Campus QoS Design Simplified - Webex Teams Space
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The Case for Campus QoS

- The primary role of QoS in campus networks is to manage packet loss
It takes only a few milliseconds of congestion to cause drops
Rich media applications are extremely sensitive to packet drops
« Queuing policies at every node can prevent packet loss for real-time apps

- The secondary role of QoS in campus networks is to condition traffic at the access
edge, which can include any of the following:

+ Trust
» Classify and Mark
Police

cisco M- BRKCRS-2501 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 16



s Video So Sensitive to Packet Loss?

1920 lines of Vertical Resolution (Widescreen Aspect Ratio is 16:9)
- 7 BN w OO (L

<
<

1080p60

1080 x 1920 lines =
2,073,600 pixels per frame
X 24 bits of color per pixel
x 60 frames per second

= 2,985,984,000 bps

or 3 Gbps Uncompressed!

1080 lines of Horizontal Resolution

Cisco (H264/H.265) codecs transmit 3-5 Mbps per 1080p60 video stream

which represents over 99.8% compression (~ 1000:1)
Packet loss is proportionally magnified by compression ratios. Users can notice a single packet lost in 10,000
— Making HD Video One Hundred Times More Sensitive to Packet Loss than VolP!

cisco M- BRKCRS-2501 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 17
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VoIP vs. HD Video—At the Packet Level

Voice Packets Video Packets

1400 T 1400°T

1000 T 1000 T

Bytes i
600 T Audio 600 T
Samples
200 T 200 T
. +—> —>
Tlme 20 msec 33 msec

cisco M- BRKCRS-2501 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 18



Campus QoS Design Considerations

How Long Can Queue-Buffers Accommodate Line-Rate Bursts?

10-GE Linecard Example Begin dropping at 9 ms
/ but overall utilization is still only 1%)!

el & tocbpsiineRete 10 GE Linecard Example (WS-X6908)

(p)
E 1000
— Total Per-Port Buffer: 90 MB
(O] 800
ak 600
n Total Per-Queue Buffer*: 11.25 MB
Q 400
+—
CE 200 Gbps Line Rate: 10 Gbps = 1.25 GB/s
AV4 O_ooooooooooooooooooooooooo or 1.25 MB/ms
C DO R DO MNMR DO O R—CDOMOR =D N
CC N NNOOSTSTITIOOO0OONNDODD S O

Total Per-Queue Buffering Capacity: 9.0 ms
\ ms /

*Assuming (8) equal-sized queues
Lol 1 second
cisco &- BRKCRS-2501 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 19




Oversubscription in the Campus

— GE Link

— 10GE Link
— 40GE Link

cisco M- RRRRRR -2501 © 2020 Cisco and /or its affiliates. All rights reserved . Cisco Public 20



Oversubscription in the Campus

— GE Link

— 10GE Link
— 40GE Link

Hx: vy %‘M‘
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Oversubscription in the Campus

— GE Link

— 10GE Link
— 40GE Link




Oversubscription in the Campus

— GE Link

— 10GE Link
— 40GE Link
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Know Your Tools

- Catalyst switch hardware
- Software and Syntax

- Global Default QoS Settings

« Trust States and Conditional Trust

. | || | ; I - h
- Logical vs. Physical Interface QoS i ’ ‘ ’,

- Ingress and Egress Queuing Models

cisco M- BRKCRS-2501 © 2020 Cisco and/or its affiliates. All rights res:

erved. Cisco Public 24



Hardware Varies

Utility

BRKCRS-2501 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public



Software and Syntax Variations

- Catalyst 2960-X/3560-X/3750-X are the last platforms to use Multilayer Switch QoS (MLS QoS)
« QoS is disabled by default and must be globally enabled with the mls gos command
« Once enabled, all ports are set to an untrusted port-state

- Catalyst 9000, Catalyst 3650/3850, and Catalyst 4500E use I0S Modular QoS Command Line
Interface (MQC)
« QoS is enabled by default
« All ports trust at layer 2 and layer 3 by default
. Catalyst 6500-E/6800 (Sup6T & Sup2T) use Cisco Common Classification Policy Language
(C3PL) QoS
« QoS is enabled by default
« All ports trust at layer 2 and layer 3 by default
- C3PL presents queuing policies similar to MQC, but as a defined “type” of policy

- Nexus 7000/7700 use NX-OS QoS
« QoS is enabled by default
- All ports trust at layer 2 and layer 3 by default

NX-OS presents queuing policies similar to MQC, but as a defined “type” and with default class-map names
asco Loye!/

BRKCRS-2501 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 26



] Trust Boundary
Trust Boundaries %_

—

The trust boundary is the edge where -
« Layer 2 (CoS / UP) and/or pr—

 Layer 3 (DSCP) Trust Boundary
QoS markings are accepted or rejected

Untrusted / User-Administered Devices
no mls gos trust*

Trusted Centrally-Administered Devices
mls gos trust dscp¥*

Trust Boundary

]
*MLS QoS syntax I @@@

=
cIsco L{{@/ —— Lé

I BRKCRS-2501 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 27

Centrally-Administered &

Conditionally-Trusted Devices
mls gos trust device*

* cisco-phone
* cts

* ip-camera

* media-player

HE Hﬂ?ﬂ
) ) g



Conditional Trust

Trust Boundary Extension to Cisco Devices
Y If a Cisco IP Phone is detected then the

Access Switch CoS-to-DSCP trust boundary extends to the IP Phone
Mapping Table
CoS 7 = DSCP CS7 (56) The IP Phone sets CoS for Voice and
CoS 6 > DSCP CS6 (48) Signaling and resets all else to O
IP Phone CoS 5 - DSCP EF (46)*

CoS Mapping Table CoS 4 - DSCP CS4 (32) . L
CoS 6-7 D Cos 0 CoS 3 > DSCP CS3 (24) The access switch maps CoS-to-DSCP
Voice - CoS 5 CoS 2 => DSCP CS2 (16)

Signaling =2 CoS 3 CoS 1 -> DSCP CS1 (8)

CoS 0-4 - CoS 0 CoS 0 = DSCP DF (0)
| / * Non-Default Mapping
: , , ,

|
Trust Bdundary

cisco M- BRKCRS-2501 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 28
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Policy Enforcement Points (PEPSs)

« The Policy Enforcement Point (PEP) is the edge where classification and
marking policies are enforced
« The PEP may or may not be the same as the trust boundary
* Multiple PEPs may exist for different types of network devices
* e.g. switch PEP vs. router PEP

-y

| Note: For the sake of simplification, in this deck PEP will refer to
Trust Boundary | classification and marking policy enforcement points (only) _
Switch and will not include other policy enforcement points (e.g. queuing).

PEP

cisco L{{@/
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Per-Port QoS vs. Per-VLAN QoS

Per-Port QoS Per-VLAN QoS

Policy map is applied to the
logical VLAN interface
I
v VLAN Interfaces

VLAN Interfaces

Physical Ports Physical Ports
Policy map is applled to the interface gig 1/1-48
physical switch port mls gos vlan-based
interface gig 1/1-48 interface Vlan 10
service-policy input MARKING service-policy input MARKING

cisco M- BRKCRS-2501 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 30



NBAR?Z2 in Hardware—Today

- UADP-based platforms:
 Catalyst 3650 and Catalyst 3850 (UADP 1.0 or 1.5)
« Catalyst 9000 Series (UADP 2.0 or 3.0)

Supports 1400+ protocols

Maximum Throughput (Catalyst 3850 / 3650):

« ~500 connections per second at less than 50% CPU
« Up to 5,000 bi-directional flows (24 ports) and 10,000 bi-directional flows (48 ports)

Maximum Throughput (Catalyst 9200):
« ~500 connections per second at less than 50% CPU
« Up to 5,000 bi-directional flows (24 and 48 ports)

Maximum Throughput (Catalyst 9300, and 9400):

« ~2000 connections per second at less than 50% CPU
« Up to 10,000 bi-directional flows (24 ports) and 20,000 bi-directional flows (48 ports)

cisco M- BRKCRS-2501 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 31



Catalyst Hardware Queuing
1P3Q1T Example

Each queue has 1 Drop Threshold -

(the tail of the queue) 7 1 Priority Queue

B G G G O OB
B O A A ooy

Queues
-1 1 1 K R R R R R

1P3Q1T

cisco L{{/&/
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Catalyst Hardware Queuing

1P3Q1T Example

BEaEmEsmeEmes

Scheduling

cisco L{{/&/



Weighted Tail Drop (WTD) Operation

3T WTD Example

Tail of Front of
Queue Queue
Direction
| | | | | | | | | | | | Pa(c):];(et
Flow

Red Minimum WTD Threshold 1:
<€
Begin tail dropping red packets -

f

Tail of Queue is WTD Threshold 3

cisco L{{@/

Yellow Minimum WTD Threshold 2: D
Begin tail dropping yellow packets

BRKCRS-2501 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 34



Weighted Random Early Detect (WRED) Operation
3T WRED Example

Direction
of
Packet
Flow

Tail of Front of
Queue Queue
-|-|--|D|- & () b e |C] |- | -| ) |-
<€ AF13 Minimum WRED Threshold:
Begin randomly dropping PA\zke] Packets
AF12 Minimum WRED Threshold:
Begin randomly dropping |AF12|Packets
<€ AF11 Minimum WRED Threshold:
Begin randomly dropping -Packets
A

Maximum WRED Thresholds for AF11, AF12 and AF13 are set to the tail of the queue in this example

cisco L{{@/
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Auto QoS

- Auto QoS is a macro which provisions pre-defined ingress classification & marking
and queuing (egress and/or ingress) policies to switch ports

- Eleven forms of the interface-level Auto QoS command QoS Policies for all

- auto gos voip {cisco-phone | cisco-softphone | trust} Auto QoS commands
for MLS QoS and MQC
platforms are included

- auto qos classify [police] Appendices D & E
- auto qos trust [cos | dscp]

. auto qos video {cts | ip-camera | media-player}

- To remove Auto QoS on an interface preface the command with a “no” (i.e. no auto
QoS Voip cisco-phone)

- It is not recommended to modify the configuration provisioned by the Auto QoS commands
because it may affect the ability of the switch to remove the configuration at the interface-level
or globally when removing Auto QoS

- The global command “auto gos srnd4” must be configured to use the current version
of Auto QoS on Catalyst 3750-X / 3560-X / 2960-X platforms.

cisco M- BRKCRS-2501 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 36



QoS Policies Applied to EtherChannels

Applied to the (Logical)

Platform Port-Channel Interface*

Applied to (Physical) Port-
Member Interfaces

Catalyst 2960-
X/3560-X/3750-X

Ingress Classification &
Marking and Egress Queuing

Catalyst
9000/3850/3650

Ingress Classification &
Marking and Egress Queuing

Ingress Classification &

Catalyst 4500E Marking

Egress Queuing

Ingress Classification &

Catalyst 6800/6500-E Marking

Ingress and Egress Queuing

Ingress Classification &
Marking and Egress
Queuing

Nexus 7700/7000

*EtherChannels are comprised of logical (Port-Channel) interfaces and physical (port-member) interfaces

cisco L{{@/
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Campus QoS Design Best Practices

Always perform QoS in hardware rather than software when a choice exists

Classify and mark applications as close to their sources as technically and
administratively feasible

Establish the QoS trust boundary at the access-edge of the network
- Trust QoS within the distribution and core layers of the network

Police unwanted traffic flows as close to their sources as possible

Enable queuing policies at every node where the potential for congestion exists

cisco M- BRKCRS-2501 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 38



Campus Port QoS Roles

Untrusted Endpoint: Untrusted Endpoint:
’ * Ingress Classification and Marking ‘ * Port Set to Untrusted State
- [Optional Policing] (or Explicit Policy to Mark to DSCP 0)

« [Ingress and] Egress Queuing * [Optional Policing]

« [Ingress and] Egress Queuing

—

Q000000 O Trusted Port
Conditionally-Trusted Endpoint * Trust DSCP
‘ » Conditional-Trust with Trust-CoS or DSCP (Default on all non-MLS QoS platforms)
« [Optional Ingress Classification, Marking and/or Policing] * [Ingress and] Egress Queuing

* [Ingress and] Egress Queuing

cisco Lz{/ /
&~ BRKCRS-2501 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 39
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Campus QoS Design

At-A-Glancs

The Case for QoS in Campus Networks

The primary role of QoS in campus networks iz not to
control latency o jitter (as itiz in the WAN/VPN). but to
manage packet loss. In GEAOGE campus networks, it
takes only 3 few milliseconds of congestion to cause
instantaneous buffer overmuns resulting in packet drops.
Rich media applications—particularly HD video
applications—are extremely sencitive to packet drops,
1o the point where even 1 packst dropped in 10,000 is
discemnible by the end-user

Classification, marking, policing, queuing and cangestion
avoidance are thersfore critical QoS functions that are
optimally performed within the campus network,

Four QoS design principles that apply to campus QoS
deployments include:

- Always perform QoS in hardware rather than software
when a choice exists.
Classify and mark applications as close to
Sources as technically and admini
Police unwansed wraffic flows as dlose to their sources

as pessible.
Enabile queuing policies at every node where the:
potential for congestion exists,

Campus QoS Design Considerations

There are several considerationsthatimpact QoS
decigns within the campus:

= Global Default QoS Setting

= Trust States and Conditional Tust

= Per-Port QoS PerWLAN Qof, Per-Port/Per-VLAM

QoS

= Ingress QoS Models

- Egress QoS Models

= EsherChannsl QoS

= QoS Rolesinacampus

= AutoQoS

Global Default QoS Setting

On zome platforms 0oS iz globally disabled by default
[such as the Cisco Catalyst 286002650/ 37501 A
fundamensalfirst step is to globally enable QoS on these
plasforme.

.&./

Cisco

Trust States
A switch port that is set to trust will accept and preserve
either Layer 2 or Layer 3 packet markings. There are four
Static trust states with which a switch portmay be
configured:
= Untrusted—The defaul siste with QoS enabled

Trust CoS—Accepts Layer 2 8024 CoS markings
Trust IP Precedence—Accepts Layer 31P
Precedence markings; largely deprecated
Trust DSCP—Accepis Layer 3 DSCP markings: thisis
the most granular and fiexible static state and thus the
most wtilized static trust state in campus nesworks

Conditional Trust

Trust may also be extended dynamically, provided a
successiul condition has been met In Cizco campus
networks this condition is a successful Cisco Dizcovery
Protecol (COP) negotiation between the access switch
and the endpoints. Endpaints that can be extended
conditional trust by Cisco Catalyst switches includs
Cisco IP phones, Cisco TelePresence Systems, Cisco
IP Surveillance Cameras. and Cisco Digital Media
Players. Conditional trust operation is shown in Figure 1

Figure1  Conditional Trust Operation

e

el T
Eoasrcn

Per-Port QoS

When 3 005 policy i applied on a per-port basis itis
sttached toaspeciic physical switch port and is actve on
all raffic received on thatspecific portjonly). QoS policies
are applied on 3 per-port basis by default Figure 2
illustrates pors-based QoS

Figure2  Port-Bazed QoS

Pomcy mep B gt o i
e piysIcal swikn port H

Per-VLAN QoS

When 2 QoS policy is applied on a per-VLAN basis, itis
attached to a logical VLAN interface and is active on all
traffic received on all ports that are currertly assigned to
the VLAN. Figure 3illusirates VLAN-based QoS

Figure 3  VLAN-Bazed QoS
Potoymp = st o
e logil VAN Ineer

Fnysical Poris A
Per-Port/Per-VLAN QoS
‘When a QoS policy is applied on a Per-Port/Per-VLAN
basis, itis attached to spacific VLANon a trunked partand
is active onall traffic received from that specific VLAM
from that specific runked port fonly). Figure 4illusirates
Per-Port/Per-VLAN-based Qo%.

Figure4  Per-Port-Per-VLAN-Based QoS
Tt Papica o
=ity gy .,:'“.mmw“

Ingress QoS Models
Th y options for an sorto choose
from for ingress QoS models, as shewn in Figure 5.

sign—At-A-Glance

Ar-A-Glancs

Woice, broadcast video, and realtime interactive may
b= mapped to the realtime gueue (per RFC 4594)

*  Network/imemetwork control signaling network
multimedia  miltimedia

The three mast utilized ingress QoS madels for campus
networks are:

* Trust DSCE Model
* Conditional Trust kodel
- Service Policy Models
Combinations of these may be used at the same time:
Egress QoS Models
CiscoCatalyst switthes perform quewingin hardware and
as such are limited to a fixed number of queuss. The
nomenclature used to describe these queuing struciures
iz 1PRQy T, where:
- 4P reprcents 2 strict priority queue
= Q) represents x-number of non-priofity queues
= yT represems y-number of drop-thresholds per
non-priority queue
Mo fewer than four
support Qo5 palicies in 'he camnus thef ollo'mng
gusues woul be considersd 3 minimur:
Realtime queue (RFC 3246 EF PHB)
Guarant=ed bandwidth gueus [RFC 2587 AF PHB)
= Defaultqueue [RFC 2474 DF PHE)
- Bandwidth consirained quews [RFC 3662 FDE or
“scavenger service)
the following i sions are
recommended for these queves:
* Realtima queus should not exceed 33% BW
* Defauligueue should be at lzast 250 BW
. Hulkf‘r:a"enge( gueuve should not exceed 5% BW
leenﬂ\ej miinimum queuing requirements and
following appik
classes can be mapped i the respective queves:

streaming, and transactional data can De mapped to
the guaranteed bandwidth quaue Cangestion
avoidance mechanisms, such as WRED, canbe
enabizd on this class; furthermore, if configurabie
drop threcholds are cupporiad on the platform these
may be enabled to provide intra-queus OoSto these
application classes, in the respective order they are
listed (such that control plane protocols receive the
highext level of QoS within 3 given queus)
Bulk data and scavenger wraffic can bemapped o the
bandwidth-constrained queus and congestion
a’amdan: @mechanizms can ba enabled on this class.
pported on the
putfum enabllngmem Drn"lnes intra-queue QoS to
drop scavenger traffic ahead of bulk data
Best effort raffic can be mapped to the defult
gqueue; congestion avordance mechanisms can be
enabled on this class
Ain egress quewing exampie based on these design
considerations is shown in Figure 6.

Figure @ An Egress Queving Example Model

On some platforms ingress QoS policies (such as DECP
‘trust} are applied on the legical Port-Channel interface;
however, on all platforms egress QoS paicies fsuch as

et i clse. comienUS idocs/soiutionsEteprise WAN_and_MANKI0S_SRND_A0/0oSCampus_40 himl
End-to-End Gio% Natwork Deaign [SEcond Edition -Chiapter 13

And the Cisco Fress book:

queuing policies) are always applied o the physical
port-member interfaces.

QoS Roles in a Campus

Access edge switch parts have the mostvariation in QoS
palicy roles and the=e will vary depending on the type of
endpain: to which these ars connecting.

Far all switch-to-switch finks the only OoS policies that are
required are DECP-trust [on ingres=) and queuing fon
egress). QoS roles in a campus network are shown in
Figure 7
Figure 7

Campus Port QoS Roles

=] .

AutoQoS

On some Catalyst switching platiorms Cisco has akeady
updated and expanded the functionality of its AuoQoS
feature to automatically provision OoS best practice
designs for voice, IP-based video applications {such as P
Video Surveillance, Cisco TelePresence, conferencing
applications. and sreaming video applications), as well as
for multiple types of data applications.

On these switch platforms, an administrator can
automatically provision these best practice designs viaa
single interiace-level command that comesponds to the
endpain: to which the switch port is connecting

Far mare detalls, se¢ Campus QoS Design 4.0:

Uploaded to the BRKCRS-2501 Campus QoS Design Simplified - Webex Teams Space

BRKCRS-2501
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Agenda

Campus QoS Design Considerations and Best Practices
« Cisco Catalyst 2960-X / 3560-X / 3750-X QoS Design

« Cisco Catalyst 9000 / 3850 / 3650 Series QoS Design

- Cisco Catalyst 6800 / 6500-E QoS Design

« Meraki MS Series Switch QoS Design

Campus WLAN QoS Design Considerations and Best
Practices

« Cisco AireOS WLC AVC / QoS Design
+ Cisco Catalyst 9800 WLC QoS Design
« Meraki MR Series AP QoS Design

What are we doing to make this simpler?

Summary and References

cisco M- BRKCRS-2501 © 2020 Cisco and/or its affili



Cisco Catalyst 2960-X /
3560-X / 3750-X QoS
Design
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Catalyst 2960-X / 3560-X / 3750-X

QoS Roles in the Campus Access

No Trust +
Ingress Queuing +
Catalyst 2960-X Egress Queuing
/ 3560-X/ ey O
Trust DSCP +
3750-X z Ingress Queuing +
Access-Layer Egress Queuing
Switch
‘ Conditional Trust +
Ingress Queuing +
Egress Queuing
Distribution-Layer CIassification/Mquing +
Switch [Optional Policing] +
Ingress Queuing +
Q0000000 Egress Queuing

cisco M- BRKCRS-2501 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 43



Catalyst 2960-X / 3560-X / 3750-X

QoS Design Steps

1. Enable QoS Note: The Catalyst 3560-X & 3750-X
_ support VLAN-based QoS policies, but
2. Configure Ingress QoS Model(s): the 2960-X does not,

e Trust Models
e Conditional Trust Model

. Service Policy Models Note: Catalyst 2960-X must be running a LAN

Base image (not IP Lite) to support the following
3. Configure Egress Queuing QoS features

4. Configure Ingress Queuing (Catalyst 3560-X POI!C.y maps
& 3750-X) » Policing & marking
* Mapping tables

« Weighted Tail Drop (WTD)

cisco M- BRKCRS-2501 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 44



Catalyst 2960-X / 3560-X / 3750-X

Enabling QoS and Trust Models

Enabling QoS:

mls gos

Trust-CoS Model Example:

mls gos map cos-dscp O 8 16 24 32 46 48 56

mls gos trust cos

Trust-DSCP Model Example:

mls gos trust dscp

Conditional-Trust Model Example:

mls gos trust device
mls gos trust device
mls gos trust device
mls gos trust device

cisco L{{@/

cisco-phone [or]
cts [or]
ip-camera [or]
media-player

Grey shaded commands are global

Key commands/parameters are in RED

Yellow shaded commands are interface specific

Note: CoS 5 which is explicitly mapped to DSCP 46

Note: Only one type of device may be configured at a time

BRKCRS-2501 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 45



Catalyst 2960-X / 3560-X / 3750-X

Conditional Trust Model Example

Conditional Trust Policy to a Cisco IP

mls gos
mls gos map cos-dscp O 8 16 24 32 46 48 56

mls gos trust device cisco-phone
mls gos trust cos

CoS must be
matched as Cisco
IP Phones only
remark at Layer 2

: ->
e b

|
1
Trust Boundary

cisco L{{@/

Note: All CoS-to-DSCP values are left at
default (DSCP = CoS * 8)

Except for CoS 5 which is explicitly mapped
to DSCP 46 (Expedite Forwarding/EF, per
RFC 3246 & 4594).

BRKCRS-2501

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Catalyst 2960-X / 3560-X / 3750-X

Ingress Classification & Marking Policy Example - Policy-Map

The policy-map
definition specifies
an ordered list of
classes, each with
an action, with a
default class at the
bottom

cisco L{{@/

policy-map MARKING-POLICY

class VOIP-TELEPHONY
set dscp ef

class BROADCAST-VIDEO
set dscp cs5

class REALTIME-INTERACTIVE
set dscp cs4

class MULTIMEDIA-CONFERENCING
set dscp af4l

class MULTIMEDIA-STREAMING
set dscp af3l

class SIGNALING
set dscp cs3

class OAM
set dscp cs2

class TRANSACTIONAL-DATA
set dscp af2l

[continued]
class BULK-DATA
set dscp afll
class SCAVENGER
set dscp csl
class class-default
set dscp default

service-policy input MARKING-POLICY

The service-policy is applied inbound
(ingress classification & marking policy)
and references a policy-map definition

SwitclhI PEP
[P
- 1 -

Trust Boundary

BRKCRS-2501 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 47



Catalyst 2960-X / 3560-X / 3750-X

Ingress Classification & Marking Policy Example - Class-Maps

class-map match-all
match access-group
class-map match-all
match access-group
class-map match-all
match access-group
class-map match-all
match access-group
class-map match-all
match access-group
class-map match-all
match access-group
class-map match-all
match access-group
class-map match-all
match access-group
class-map match-all
match access-group
class-map match-all
match access-group

cisco L{{@/

VOIP-TELEPHONY

name VOIP-TELEPHONY
BROADCAST-VIDEO

name BROADCAST-VIDEO
REALTIME-INTERACTIVE

name REALTIME-INTERACTIVE
MULTIMEDIA-CONFERENCING
name MULTIMEDIA-CONFERENCING
MULTIMEDIA-STREAMING

name MULTIMEDIA-STREAMING
SIGNALING

name SIGNALING

OAM

name OAM
TRANSACTIONAL-DATA

name TRANSACTIONAL-DATA
BULK-DATA

name BULK-DATA

SCAVENGER

name SCAVENGER

BRKCRS-2501

The class-map definitions

specify the classes. ‘match-all’
matches all (logical AND) match

statements under a class.
‘match-any’ matches any

(logical OR) match statements

under a class.

‘match access-group’ matches
on an access-list definition

SwitclhI PEP
[P
- 1 -

Trust Boundary

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Catalyst 2960-X / 3560-X / 3750-X

Ingress Classification & Marking Policy Model Example - Access Control List

ip access-list extended SIGNALING

remark
permit
permit
permit
remark
permit
permit
remark
permit
permit
remark
permit
permit

sccp
tcp any
tcp any
tcp any
rtsp

tcp any
tcp any
sip

tcp any
udp any
sip-tls
tcp any
udp any

cisco L{{@/

any
any
any

any
any

any
any

any
any

eq
eq
eq

eq
eq

eq
eq

eq
eq

2000
2001
2002

554
8554

5060
5060

5061
5061

The access-list definition
can be an standard or
extended access-list

Permit statements allow
traffic to be matched.
Statements can specify

source and destination IP

addresses and ports.

Access-list entries
(ACEs) are mapped
into TCAM tables
within switches for
QoS performance.

Comments can be added to
the ACL definition to help

identify the application

BRKCRS-2501
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Catalyst 2960-X

Note: Remarking is performed by configuring a
policed-DSCP map with the global configuration
command mis gos map policed-dscp, which specifies
which DSCP values are subject to remarking if out-of-

Marking & PO”Cing POllCV Example profile and what value these should be remarked as.

mls gos map policed-dscp 0 10 18 to 8

[class—-maps omitted for brevity]
policy-map MARKING&POLICING
class VVLAN-VOIP
set dscp ef
police 128k 8000 exceed-action drop
class VVLAN-SIGNALING
set dscp cs3
police 32k 8000 exceed-action drop
class MULTIMEDIA-CONFERENCING
set dscp af4l
police 5m 8000 exceed-action drop
class SIGNALING
set dscp cs3
police 32k 8000 exceed-action drop
class TRANSACTIONAL-DATA
set dscp af2l

In this example exceeding:
» Best Effort (DSCP 0)
» Bulk (AF11 / DSCP 10)
« Transactional Data (AF21 / DSCP 18)
are remarked to Scavenger (CS1 / DSCP 8).

[continued]
class BULK-DATA
set dscp afll
police 10m 8000 exceed-action policed-dscp-transmit
class SCAVENGER
set dscp csl
police 10m 8000 exceed-action drop
class DEFAULT
set dscp default
police 10m 8000 exceed-action policed-dscp-transmit

service-policy input MARKING&POLICING

police 10m 8000 exceed-action policed-dscp-transmit

cisco L{{@/
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Catalyst 2960-X / 3560-X / 3750-X

1P3Q3T Egress Queuing Model

9 4T1
Internetwork Control _ CS1 (5%) Q
VolP EF

DF Default Queue
Broadcast Video CS5 Queue 3 (35%)

Multimedia Conferencing AF4 S7
Realtime Interactive CS4
Multimedia Streaming AF3 CS3 Q2712
_ _ j Queue 2
Signaling CS3 e AF4 (30%) Q2T1

1
L.

Transactional Data AF2 AF3

AF2

Network Management CS2

Bulk Data AF1

Scavenger CS1 Queue 1
| | CS5 .
Best Effort DF oS4 Priority Queue

cisco M- BRKCRS-2501 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 51



Catalyst 2960-X / 3560-X / 3750-X }ote: Tne Catalyst 2060-X

1P3Q3T Egress Queuing Model Config—Part 1 of 2

an 8-queue model; however
this model is NOT supported
in a stack, nor is it supported
if AutoQoS is enabled.

! This section configures egress buffers and thresholds

mls
mls
mls
mls
mls

! This section configures egress CoS-to-Queue mappings

mls
mls
mls
mls
mls
mls

gos
gos
gos
gos
gos

gos
gos
gos
gos
gos
gos

queue-set
queue-set
queue-set
queue-set
queue-set

srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue

cisco L{{@/

output
output
output
output
output

output
output
output
output
output
output

buffers 15 30 35 20 Allocates buffers to Q1, Q2, Q3 and Q4
threshold 1 100 100 100 100 (respectively)

threshold 2 80 90 100 400

threshold 3 100 100 100 3200

threshold 4 60 80 100 400 Each queue has 4 thresholds:

* WTD Threshold 1

 WTD Threshold 2

» Reserved Threshold—buffers that may NOT
be shared with adjacent port-queues

*  Maximum Threshold—maximum amount of
buffers may be borrowed from common

H R ERR

cos-map queue 1 threshold 3 4 5 buffer pools (if available)

cos-map queue 2 threshold 1 2

cos-map queue 2 threshold 2 3

cos-map queue 2 threshold 3 6 7 If the packet enters the switch on a port that is
SEEEI GlEe 2 aandpielel 20 set tol?crust cos then these CoS—to—queue
cos-map queue 4 threshold 3 1 mappings will be used to determine how the

packet is queued on egress

BRKCRS-2501 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 52
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1P3Q3T Egress Queuing Model Config—Part 2 of 2

! This section configures egress DSCP-to-Queue mappings

mls
mls
mls
mls
mls
mls
mls
mls

gos
gos
gos
gos
gos
gos
gos
gos

srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue

output
output
output
output
output
output
output
output

dscp-map
dscp-map
dscp-map
dscp-map
dscp-map
dscp-map
dscp-map
dscp-map

queue
queue
queue
queue
queue
queue
queue
queue

1

SR WNDNMDDNDDN

threshold
threshold
threshold
threshold
threshold
threshold
threshold
threshold

3

NEFRPRWWNRPR

32
16
26
24
48
0

8

10

If the packet enters the switch on a port
that is set to trust dscp then these
DSCP-to-Queue mappings will be used
to determine how the packet is queued
on egress

40 46
18 20 22
28 30 34 36 38

56

12 14

! This section configures interface egress queuing parameters
queue-set 1
srr-queue bandwidth share 1 30 35 5

priority-queue out

cisco L{{@/

Enables the PQ

Allocates bandwidth to each queue by means of a WRR weight.
Q1 weight is ignored, as it’s operating as a PQ

BRKCRS-2501
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Cisco Catalyst 2960-X QoS Design

X QoS Design At-A-Glance

At-A-Glance

Role in Campus Metwork

The Cisco Catalyst 2080-X series cwitches are well
saited to the role of access switches in campus
netwarks. As such, these switches may connect :Ilrecmr
to avariety of endpoints, 2= well s

Trust DECP Model

This model iz configured with the mis gos trust dscp
interface-configuration command.

The Trust DSCP model configures the interfacato

y

switches, a= shown inFigure 1

Figure1  Cisco Catalyst 2960-X Switches in 2 Campus
Network

=

Ed

oS Design Steps
There are four main steps to configure QoS on
Cizco Catalyst 2080-X serisc switches:
1. EnsbleQoS
2 Configure Ingress QoS Models):
— Trus:DECP Modsl
- Conditional Trust Modz|
- Service Policy Modets
3 Configure Egress Queing

Step 1: Globally Enable QoS

o iz globally enabled on the Cisco Catalyst 2060-X
with the mis qos command,

Step 2: Configure Ingress QoS Model(s)

Thethree most utilized ingress QoS medels for campus
networks are:

= Trust DSCR Model

= Conditional Trus: Mods!

= Service Policy Models
Combinations of these ingress GoS models may beused
atthe same time.

Cisco

.&./

ssically accep: e the Layer 3 DSCP markings
of all incoming pachels This model is suitable for
interfaces cannecting to endpaints that can mark DSCP
values and are administratively controlled (such as WLAM
controllers) as well as for any uplinks to distribution layer
switches. Switch ports that can be setto trust DSCP are
chown as yellow circles in Figure 1.

Conditional Trust Mode!

This madel iz configured with the mis qos trust device
interface-configuration command.

The Conditional Trust medel configures the imerface 1o
dynamicaily accep: markings from endpeinis that have
met a specific condition [currently based on a successful
Cizco Discovery Protocel identification). This moded i
suitable for switch ports connecting to Cisco IP phones
[with the cisco-phone option), Cisco TeleFresence

Step 3: Configure Eqress Queuing
The egress quauing medal for the Cisco Catalyst
2090-X iz shown in Figure 2.

Figure 2

Catalyst 2360-X Egress Queuing Model

Systems {with the cts option), Cizco IP Video =
cameras [with the ip-camera option], and Cisca Digital
Media Players (with the media-player option). This model
izalse suitable for PCs and untrusted devices, since the
poris connecting to such devices will remain in their
default untrusted state. Switch ports that can be setto
conditional trust are shown 2= green circles in Figure 1.
Service Policy Modeis
There may be cases where adminisirators require more
desailed or granular policies on theiringress edges and 25
such they may construct MQC-based policies to
implement classification. marking. and/or policing
policies. These pelicies are consTucted with:
- class-maps which identify the flows using packet
markings or by access-lists or other criteria
policy-maps which specify policy actions to be taken
on a class-by-class basis
carvice-policy statements which apply 3 spacific
policy-map to aninterfaceis) and specify direction

EtherChannel Qo8

CoG pclu:»er on the Cisco Catalyst 2080-X are
d on the physical port-memberinterfaces only
{and not on the logical Port-Channel interface).

Campus Cisco Cataly=t 3560-X/3750-X QoS Dasign

At-A-Glanca

Cisco Validated Design

The CizcoValidated Decign for Cizco Catalyst 2080-X series switches inthe role of an access switch in 2 campus network i presented balow.

Step 1: Enable GnS:
mls ges

Step 3 : Configure Egress Queuing

mls ges queve-set sutput 1 buffers 15

Step 2 Configure Ingress Go& Modsl

Trust DSCP Model :
mls gos trust dacp

Conditional Trust Maded :

mls gos trust devics cisco-phona or
mls gos trust device cts o

mls gos Trust device ip-camara o
mls gos trust device media-player

Service Modsts
Lelass-maps omi

zor bravityl

pelicy-map MARKING-POLICY
class VOIP
sat dscp af
class MULTIMEDIA-CONFEREWCING
sat dscp afdl
class SIGHALING
sat dacp csl
class TRANSACTIONAL-DATA
set dscp af2l
class BULK-DATA
sat dscp afll
class SCAVEWCER
set dscp csl
clags DEFAULT
sat dscp dafault

sexvice-pelicy input MARKING-POLICY

Hoss - The Serdce iy Modl can ba axpandad to
Inchda policing.

mls ges @ sutput

mls ges quena-sat cutput
mls ges queue-set cutput

mls ges srr-quaue sutput
mls gos srr-quese sutput
mls ges srr-quee sutput
r-quane sutput

srr-quese bandwidth share 1 30 35 5 .

thrasheld 1 100 100 100 100

thrasheld 3 100 100 100 400
threshold 4 60 100 100 400
mls gos Srr-queue sutput Cos-map queue 1 thrasheld 3 4 5
quave 2 thrasheld 1 2

1
1

mls ges queue-set sutput 1 thrashold 2 80 50 100 400
1
1

Egmas
queus 2 thrasheld 2 3 CoS-oGumun
quene @ thresheld 3 € 7 Mapping

queve 3 thrasheld 3 0

queue 4 thrasheld 3 1 -
dacp-map queue 1 thrashold I 32 40 46

dscp-map queue 2 thrashold 1 16 18 20 22
dscp-map queue 2 thrashold 1 26 28 30 34 36 38
dscp-map queve 2 thrasheld 2 24

dscp-map queve 2 threshold 3 48 56

dscp-map queue 3 thrasheld 3 0

dscp-map quoue 4 thrasheld 1 &

dacp-map queve 4 threshold 2 10 12 14

30 38 20

Egress Queus and
Thrashold Turing

Egress Queuing
Irierface Spadfic Gommands

Mots: Highlightad commands are interface spacific; ctherwiss these are global.

nitg: 1

Far mare detalls, s2e Campus CoS Design 40:

i_and_MAN'QoS_SRND_: s_40.himi

And the Clco Prass book: End-fo-End G0 Matwork Deelgn (Second Edition-Chapter 14

Uploaded to the BRKCRS-2501 Campus QoS Design Slmpllfled Webex Teams Space

BRKCRS-2501
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Catalyst 3560-X/3750-X QoS Design At-A-Glance

o],
CISCO.

Cisco Catalyst 3560-X/3750-X QoS Design

Ar-A-Glance

Gampus Gisco Catalyst 3560-X/3750-X QoS Design

Role in Campus Network

The Cisco Catalyst 3560-X & 3750-X series switches
are well suited to the role of access switches in campus.
nretworks. As such, these switchas may connect diractly
40 3 variety of endpoints. as well as fo distribution-lay=r
zwitches, 2= shown in Figure 1

Figure 1

Gisco Gatalyst 3560-X/3750-X Switches ina
Gampus Network

Qo8 Design Steps

There are four main steps fo configure GaS on Cisce
Cafaly=t S560-X and 3750-X serie= switches.

1 Enable Qa5
2. Configurs Ingress QoS Madslisk
— Trust DECP Model

— Conditonal Trust Medel
~ Service Policy Modsls

3. Configure Ingress Queuing

4. Configure Egress Qusuing

Step 1: Globally Enable QoS

QS i= globally ensbled on the Cisco Cataly=t 3560-X and
3750-X with the mls qos command.
Step 2: Configure Ingress QoS Modelis)
The three most utiized ingress QoS models for campus
networks are:

+ TustDECP Mods!

« Conditional Trust Mods!

+ Service Policy Medsls

Combinatiens of these ingress GoS models may be used
atthe same time.

Cisco

.&./

Trust DSCP Mods!

This medel = configured with the mls qos trust dscp
interface-configuration command.

The Trust DECP modsl configures the interface fo
staticallyacceptand preserve the Layer 3DSCP markings
of allincoming packets. This model is suitable for
interfaces connecting o sndpoint= that can mark DECP
values and ars sdministratively confralled (such 2= WLAN
controllers) as well a= for any uplinks to distribution layer
witches. Switch ports thet can be seto trust DSCP are
<hown 2= yellow circles in Figure 1.

Conditional Trust Model

This medel s configured with the mls qos trust device
interface-configuration command.

The Condifional Trust model configures the interface to
dynamically accest markings from endpeints that have
meta specific condition (currently based on a successful
Cizco Discovery Protoccl identfication). Thi= medel i=
suitable for switch perts connecting to Cisce P phones
(with the cisco-phone cption, Cisco TelePrasence
Systems (with the cts option), Cisce IP Video Surveillance
cameras (with ihe ip-camera aption), and Cisco Digital
Madia Players (with the media-player ootion). Thizmods!
iz alze zuitzble for PCs and unirusted devices, since the
ports connecting to such devices will remainin their
default untrusted state. Switch ports that can be set to
cendiional frust are shown 25 gresn circles in Figure 1
Service Policy Models

Thare may be cases whare administrators raquire mors
defailed or granular policies entheiringress edgesand as
such they may construct MGC-based policies to
implemert clas=iication, marking, andior policing
policies. These policies are consiructed with:

clas=-maps which iderify the flows using packet
markings er by access-lists or ether criteria

policy-maps which zoecify policy actions to be taken
on aclass-by-class basis

service-palicy statements which aply 3 spscific
policy-mzp fo an interface(s) and specify dirsction

Uploaded to the BRKCRS-2501 Campus QoS Design Simpli

Step 3: Configurs Ingress Queuing
The ingre=s queting modsl for the Cizco Catalyst
3560-X/3750X is shown in Figure 2.

Figure2  Catalyst 3560-X/3750-X Ingress Queuing
Model

= T=1
[ —— |

=
S —
e TR -
e L
Fe— e
“Tnsactioral Dats AF2 — siaFz Mon-Priory
S,
| menwoenaragomem || cmr s
————— -
———— -
[ smom [ o —or '

Step 4: Configure Egress Queuing

The egress gueuing model for the Cisco Catalyst
3560-K/3750X i= =hown in Figure &

EtherChannel QoS
QoS policies on the Cisco Catalyst 3560-X/3750-X are

configured en the physical port-member interfaces only
(and ot on the logical Port-Channel int=rfacs).

Cisco Validated Design

The Cizco Validated Design for Cisco Catalyst 3650-X and
3780-X senes swiiches inthe role of anaccess switchina
campus network i presented below

Step 1: Enable QoS
mls gos

Step 3 :Configure Ingress Queding
=ls qos srr-queue input priority-queue 2 bandw:

Step 2: Configure Ingress QoS Model :

Trust DSCP Model
=ls gos trust dsep

Conditional Trust Mode! :

mls gos trust device cisco-phone o
=ls gos trust device cts o

=ls gos trust device ip-cameracr
mls gos trust device media-player

ity

policy-map MAREING-POLICY
class VOIP
set dscp ef
class MULTIMEDIA-CONFERENCING
set dscp afdl
class SIGIALING
set dsep es3
class TRANSACTIGHAL-DATA
set dscp af2l
class BULK-DATA
set dscp afll
class SCAVEHGER
set dscp csl
class DEFAULT
set dscp default

service-policy input MARKING- POLICY

Nete : The Service-Pelicy Model can be expanded b
indlude policing.

=ls qos q input 70 30
2ls qos srr-gqueue imput buffers 90 10
mls qos srr-queue input threshold 1 BD 90

idth 30
Igmss Queus and
Thresheid Tuning

=ls qos srr-queue input cos-map queue 1 threshold 1 0 1 2

mls qos srr-queue input cos-map queue 1 threshold 2 3
mls qos srr-queue imput cos-map queue 1 threshold 3 6 7

Ingress
CoS-io-Queue
Mapping

mls qos srr-queue imput cos-map queue 2 threshold 1 4 5

=ls gos mput dscp-map queue 1 th

hold 1 0 B 10 12 14

mls qos srr-queue input dscp-map queue 1 threshold 1 16 1B 20 22

als qos srr-queue input dscp-mep queue 1 threshold 1 26 28 30 34 36 38 | [EE=
mls qos srr-queue imput dscp-map queue 1 threshold 2 24 M

=ls gos @ input dscp-msp queue 1 threshold 3 48 56

=ls qos @ mput dscp-map queue 2 threshold 3 32 40 48

buffers 15 30 35 20
threshold 1 100 100

threshold 3 100 100

1
1
1 threshold 2 BO 90 100 400
1
1

100 100 | oo Quane and
[~ Threshad Tuning
100 400

threshold 4 60 100 100 400 -
cos-map queue 1 threshold 3 4 5
cos-map queue 2 threshold 1 2
cos-map queue 2 threshold 2 3
cos-map queue 2 threshold 3 6 7
cos-map queue 3 threshold 3 0
cos-map queue 4 threshold 3 1 B
dscp-map queue 1 threshold 3 32 40 46

dscp-map queue 2 threshold 1 16 18 20 22
dscp-map queve 2 threshold 1 26 28 30 34 36 38
dscp-map queve 2 threshold 2 24

=ls qos srr-gueue output dscp-map queue 2 threshold 3 48 56

Egess
CoSoQuee
Mapging

Mapging

mls qos srr-queue output dscp-msp queue 3 threshold 3 0
mls qos srr-queue output dscp-map quenve @ threshold 1 8
2ls qos srr-queue output dscp-msp queue 8 threshold 2 10 12 14

quens-set 1
srr-queue bandwidth share 1 30 35 5
priority-queue out

Egress Quein,
Witertace-Specitc Comamants

DSCP-1oQuewe

Nets: Highlighted commands sre interface spacific, otherwise thess ar= globl

e rco th 5

For more details, ses Campus QoS Design 40:

hittp:/wwwcisco.com/en/US/docs/solutions/Enterprise/\WAN_and_MAMN/QoS_SRND_40/QoSCampus_40htmi

And the Cisco Press book: End-to-End QoS

Network Design (Szcond Edition)-Chapter 14

BRKCRS-2501

fied - Webex Teams Space
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Agenda

Campus QoS Design Considerations and Best Practices
- Cisco Catalyst 2960-X / 3560-X / 3750-X QoS Design

- Cisco Catalyst 9000 / 3850 / 3650 Series QoS Design

- Cisco Catalyst 6800 / 6500-E QoS Design

« Meraki MS Series Switch QoS Design

Campus WLAN QoS Design Considerations and Best
Practices

« Cisco AireOS WLC AVC / QoS Design
+ Cisco Catalyst 9800 WLC QoS Design
« Meraki MR Series AP QoS Design

What are we doing to make this simpler?

Summary and References

cisco M- BRKCRS-2501 © 2020 Cisco and/or its affili



Cisco Catalyst
9000 / 3850 /
3650 Series QoS
Design
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Catalyst 9000 / 3850 / 3650 Series

QoS Roles in the Campus

Catalyst 9200 /

9300 / 9400 /

3850 / 3650
Campus

Access-Layer Z

Switch

)

Cisco Catalyst
9600 / 9500 / 9400
0000000 Campus
Distribution-Layer

Switch

Cisco M,/ BRKCRS-2501

Cisco Catalyst
9600 / 9500
Campus
Core-Layer
Switch

—

No Trust +
Ingress Queuing +
Egress Queuing

(O Trust DSCP +

Ingress Queuing +
Egress Queuing

Conditional Trust +
Ingress Queuing +
Egress Queuing

Classification/Marking +
[Optional Policing] +
Ingress Queuing +
Egress Queuing

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 61




Catalyst 9000 / 3850 / 3650 Series

QoS Design Steps

Access-Layer Switch Role Core or Distribution-Layer Switch Role
1. Configure Ingress QoS Model(s): 1. Configure Egress Queuing
O Trust DSCP / CoS Model (Default) O Wired Queuing Models: 2P6Q3T

O Conditional Trust Models
Q Service Policy Models

2. Configure Egress Queuing
a Wired Queuing Models: 2P6Q3T

! W /
cisco &- BRKCRS-2501 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 62



Catalyst 9000 / 3850 / 3650 Series AsofI0SXE 165.1 and higher

match-all is also supported on
Conditional Trust Models Catalyst 3850 and 3650 Series
switches. Both match-any and
match-all are supported on
Catalyst 9000 Series switches.
Conditional-Trust Models:

interface GigabitEthernet 1/0/1 Conditional-Trust (Cisco IP Phone) Example:

trust device cisco-phone [or] class-map match-any VOICE

trust device cts [or] match cos 5 CoS must be
trust device ip-camera [or] class-map match-any SIGNALING matched as Cisco
trust device media-player match cos 3 IP Phones only

remark at Layer 2
policy-map CISCO-IPPHONE

Only one type of device can be class VOICE
configured for conditional trust set dscp ef
on an interface at a given time class SIGNALING
set dscp cs3
I Switch PEP class class-default
I set dscp default

- '- I « interface GigabitEthernet 1/0/1

-> trust device cisco-phone
| ‘ service-policy input CISCO-IPPHONE

CIsco Lil@./ Trust Boundary

BRKCRS-2501 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 63



Catalyst 9000 / 3850 / 3650 Series

Classification Options

- ACL-based classification: match access-group
» Syntax is identical to Catalyst 2960-X / 3560-X / 3750-X ACL-based classification & marking
examples
- NBAR2 classification: match protocol
« Catalyst 3850 / 3650 IOS XE 16.3.1 and higher
» (Catalyst 9300 I0S XE 16.5.1 and higher
« Catalyst 9400 IOS XE 16.9.1 and higher
« (Catalyst 9200 I0S XE 16.11.1 and higher
« NBAR2 classification: match protocol attribute business-relevance and match protocol
attribute traffic-class
« Catalyst 9300 / 3850 / 3650 Series running I0S XE 16.8.1 and higher
» Catalyst 9400 Series running I0S XE 16.9.1 or higher
» Catalyst 9200 Series running I0S XE 16.11.1 or higher

cisco M- BRKCRS-2501 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 64



Catalyst 9000 / 3850 / 3650 Series

Configuring NBAR2 QoS Policies

class-map match-any VOICE
match protocol cisco-phone

match protocol cisco-jabber-audio

match protocol ms-lync-audio
match protocol citrix-audio

class-map match-any BROADCAST-VIDEO
match protocol cisco-ip-camera

match protocol enables NBAR2 classification
Note: Up to 16 match protocol statements are
supported per class-map and up to 255
match protocol statements in all policies.

class-map match-any REAL-TIME-INTERACTIVE

match protocol telepresence-media
class-map match-any CALL-SIGNALING

match protocol skinny

match protocol telepresence-control
class-map match-any TRANSACTIONAL-DATA

match protocol citrix
match protocol sap

cisco L{Kg‘/

NBAR2 based match
protocol is allowed only
with marking or policing
actions - not queuing.

policy-map NBAR-MARKING

class VOICE
set dscp ef

class BROADCAST-VIDEO
set dscp cs5

class REAL-TIME-INTERACTIVE
set dscp cs4

class CALL-SIGNALING
set dscp cs3

class TRANSACTIONAL-DATA
set dscp af21l

class BULK-DATA
set dscp afll

class SCAVENGER
set dscp csl

class class-default
set dscp default

BRKCRS-2501 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Holy Grail QoS Config: NBAR2 1400+ App / 12-Class Model

class-map match-all VOICE

match protocol attribute traffic-class voip-telephony

match protocol attribute business-relevance business-relevant
class-map match-all BROADCAST-VIDEO

match protocol attribute traffic-class broadcast-video

match protocol attribute business-relevance business-relevant
class-map match-all REAL-TIME-INTERACTIVE

match protocol attribute traffic-class real-time-interactive

match protocol attribute business-relevance business-relevant
class-map match-all MULTIMEDIA-CONFERENCING

match protocol attribute traffic-class multimedia-conferencing

match protocol attribute business-relevance business-relevant
class-map match-all MULTIMEDIA-STREAMING

match protocol attribute traffic-class multimedia-streaming

match protocol attribute business-relevance business-relevant

class-map match-all SIGNALING

match protocol attribute traffic-class signaling

match protocol attribute business-relevance business-relevant
class-map match-all NETWORK-CONTROL

match protocol attribute traffic-class network-control

match protocol attribute business-relevance business-relevant
class-map match-all NETWORK-MANAGEMENT

match protocol attribute traffic-class ops-admin-mgmt

match protocol attribute business-relevance business-relevant
class-map match-all TRANSACTIONAL-DATA

match protocol attribute traffic-class transactional-data

match protocol attribute business-relevance business-relevant
class-map match-all BULK-DATA

match protocol attribute traffic-class bulk-data

match protocol attribute business-relevance business-relevant
class-map match-all SCAVENGER

match protocol attribute business-relevance business-irrelevant

cisco W./

policy-map MARKING

class VOICE

set dscp ef

class BROADCAST-VIDEO

set dscp cs5

class REAL-TIME-INTERACTIVE
set dscp cs4

class MULTIMEDIA-CONFERENCING
set dscp af4l

class MULTIMEDIA-STREAMING
set dscp af3l

class SIGNALING
set dscp cs3

class NETWORK-CONTROL
set dscp csé6

class NETWORK-MANAGEMENT
set dscp cs2

class TRANSACTIONAL-DATA
set dscp af2l

class BULK-DATA
set dscp afll

class SCAVENGER
set dscp csl

class class-default
set dscp default

Provisioned with Cisco DNA Center 1.2.8+ Application

Policy on Catalyst 9000 Series access-layer switches
with 10S XE 16.10+ (Switch must support “traffic-

class” and “business-relevance” attributes).

BRKCRS-2501
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Catalyst 9000 / 3850 / 3650 mapping operatons.

. .. . are configured
Marking & Policing Policy Example Policers can may be Ihrolg Hableemans

set to either remark or

policy-map MARKING&POLICING drop excess traffic

class VVLAN-VOIP

st dscp eof table-map TABLE-MAP
police 128K conform-action transmit exceed-action drop map from 0 to 8 =
class VVLAN-SIGNALING map from 10 to 8 ==

set dscp cs3

police 32K conform-action transmit exceed-action drop
class MULTIMEDIA-CONFERENCING

set dscp af4l

police 5M conform-action transmit exceed-action drop

map from 18 XO 8

Policing to remark traffic
is done by referencing

the previously-
s e o ozt Conﬁ ured ta{)Ie—ma
set dscp ¢i 1,55 TRANSACTIONAL-DATA g p
police 32K

set dscp af2l

police 10M conform-action transmit exceed-action set-dscp-transmit dscp table TABLE-MAP
class BULK-DATA

set dscp afll

police 100K conform-action transmit exceed-action set-dscp-transmit dscp table TABLE-MAP =
class SCAVENGER

set dscp csl

police 10M conform-action transmit exceed-action drop
class class-default

set dscp default

police 10M conform-action transmit exceed-action set-dscp-transmit dscp table TABLE-MAP

Cisco M,/ BRKCRS-2501
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Catalyst Hardware Queuing
2P6Q3T Example B | o

||
EEEEE.
T I 1T T T

Interrupt
Scheduling
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Catalyst 9000 / 3850 / 3650

2P6Q3T with WTD or WRED: Wired Port Egress Queuing Model

Application DSCP 2P6Q3T BWR = Bandwidith
Remainin
Network Control (Cs7) EF PQ Level 1 (10%) g
cS5 WTD = Weighted Tail
ITEEEIE Hon T PQ Level 2 (20%) [Nt
Cs4
= -
_ CS7 & CS6 Q6 WRED = Weighted
Broadcast Video o Random Early Detect
CS3 & CS2 (BWR 10%)
Multimedia Conferencing . I A
(BWR 157% + DSCP-Based WTD or WRED) AR
° Catalyst 9000 Series
Multimedia Streaming only
Signaling
Transactional Data AF2 AF2 Q3
Network Management m_l (BWR 15% + DSCP-Based WTD or WRED)
Bulk Data AF1 il
CcS1 (BWR 10% + DSCP-Based WTD or WRED)

Best Effort DF DF Q1 (BWR 35% + DSCP-Based WRED)

cisco M- BRKCRS-2501 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 69



Catalyst 9000 / 3850 / 3650

2P6Q3T with WTD or WRED: Wired Port Egress Queuing Class Maps

class-map match-any VOICE-PQ1l
match dscp ef

class-map match-any VIDEO-PQ2
match dscp cs4

match dscp cs5

class-map match-any CONTROL-MGMT-QUEUE
match dscp cs7
match dscp csé6
match dscp cs3
match dscp cs2
class-map match-any MULTIMEDIA-CONFERENCING-(
match dscp af4l
match dscp af42
match dscp af43

[continued]

class-map match-any MULTIMEDIA-STREAMING-QUEUE
match dscp af3l

match dscp af32

match dscp af33

class-map match-any TRANSACTIONAL-DATA-QUEUE
match dscp af2l

match dscp af22

match dscp af23

class-map match-any SCAVENGER-BULK-DATA-QUEUE
match dscp afll

match dscp afl2

match dscp afl3

match dscp csl

cisco L‘V&- BRKCRS-2501 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 70



Catalyst 9000 / 3850 / 3650

2P6Q3T with WTD: Wired Port Egress Queuing - Policy Map

Two-levels of
priority queuing
are supported

policy-map 2P6Q3T
class VOICE-PQl1
priority level 1
police rate percent 10
queue-buffers ratio 5

3 B Policer can
class o1 Ql ) be explicit
priority .eve or implicit

police rate percent 23
queue-buffers ratio 5

class CONTROL-MGMT-QUEUE

bandwidth remaining percent 10
queue-buffers ratio 5

class MULTIMEDIA-CONFERENCING-QUEUE
bandwidth remaining percent 15
queue-buffers ratio 10

queue-limit dscp af43 percent 80
queue-limit dscp af42 percent 90

interface GigabitEthernet 1/0/2
service-policy output 2P6Q3T

cisco L{{@/

[continued]

class MULTIMEDIA-STREAMING-ZuEUE
bandwidth remaining percent 15
queue-buffers ratio 10
queue-limit dscp af33 percent 80
queue-limit dscp af32 percent 90
class TRANSACTIONAL-DATA-QUEUE
bandwidth remaining percent 15
queue-buffers ratio 10
queue-limit dscp af23 percent 80
queue-limit dscp af22 percent 90
class SCAVENGER-BULK-DATA-QUEUE
bandwidth remaining percent 7
queue-buffers ratio 10

If a PQ is enabled
then non-PQs must
use bandwidth
remaining

Allocates buffers
to queues

Enables DSCP-
based WTD and
tunes tail-drop
percentages to
align to AF PHBs

queue-limit dscp values afl3 csl percent 80
queue-limit dscp values afl2 percent 90

class class-default
bandwidth remaining percent 38
queue-buffers ratio 25
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Catalyst 9000 (ONLY)
2P6Q3T with DSCP-Based WRED: Wired Port Egress Queuing - Policy Map

policy-map 2P6Q3T-WRED
class VOICE-PQl

class TRANSACTIONAL-DATA-QUEUE
bandwidth remaining percent 15

Enables DSCP-based

priority level 1

police rate percent 10
queue-buffers ratio 5

class VIDEO-PQ2

priority level 2

police rate percent 23
queue-buffers ratio 5

class CONTROL-MGMT-QUEUE
bandwidth remaining percent 10
queue-buffers ratio 5
class MULTIMEDIA-CONFERENCING-QUEUE
bandwidth remaining percent 15
queue-buffers ratio 15
queue-limit dscp af43 percent 80
queue-limit dscp af42 percent 90
class MULTIMEDIA-STREAMING-QUEUE
bandwidth remaining percent 15
queue-buffers ratio 10
queue-limit dscp af33 percent 80
queue-limit dscp af32 percent 90

cisco L{{@/

queue-buffers
random-detect
random-detect
random-detect
random-detect

class SCAVENGER-BULK-DATA-QUEUE
bandwidth remaining percent 7

queue-buffers
random-detect
random-detect
random-detect
random-detect
random-detect

ratio 10

dscp-based

dscp af2l1l percent 80 100
dscp af22 percent 70 100
dscp af23 percent 60 100

ratio 10

dscp-based

dscp 8 percent 60 100
dscp 10 percent 80 100
dscp 12 percent 70 100
dscp 14 percent 60 100

class class-default

bandwidth remaining percent 38

queue-buffers
random-detect
random-detect

ratio 25
dscp-based
dscp default percent 80 100

interface GigabitEthernet 1/0/3
service-policy output 2P6Q3T-WRED

BRKCRS-2501 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public

WRED for the queue

Tunes min and max
values of the three
drop thresholds to
align to AF PHBs
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Catalyst 9000 Series Per-port Policy Allocation

«  Catalyst 3850 / 3650 Series supports
two egress policies

All built-in front panel ports need to
share the same egress queueing
policy

All ports on network modules need
to share the same egress queueing
policy

Catalyst 9000 Series supports per port
egress policy which adds a lot flexibility

Egress Egress Egress Egress Egress
Policy Policy Policy Policy Policy
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QoS Policy via the Catalyst 9000 Series Web Ul

Navigate to Configuration > Services > QoS - 5 me o &

a aluln Cisco C9200-48T

CISCOo

= Configuration~ » Services~ > QoS WEBUI-MARKING-IN is a pre-
Q - 5
configured NBAR2 policy based on
Add new traffic-class and business-relevance
QoS policies attributes. Automatically appears
when you enable AVC via the Web Ul.
© Monitoring
Policy Name v Ass~ _.as5-Maps ~  Associated Interfaces/Profiles &
1\2:_1._\ Configuration WEBUI-VOICE-NBAR, WEBUI-BROADCAST_VIDEO-NBAR, WEBUI-
N REALTIME_INTERACTIVE-NBAR, WEBUI-

MULTIMEDIA_CONFERENCING-NBAR, WEBUI-
dministration WEBLI-MARKING-IN MULTIMEDIA_STREAMING-NBAR, WEBUI-SIGNALING-NBAR, WEBUI-  GigabitEthernet1/0/484=
NETWORK_CONTROL-NBAR, WEBUI-NETWORK_MANAGEMENT -
NBAR, WEBUI-TRANSACTIONAL_DATA-NBAR, WEBUI-BULK_DATA-
NEAR, WEBUI-SCAVENGER-NBAR, class-default

VOIP-TELEPHONY, BROADCAST-VIDED, REALTIME-INTERACTIVE,
MULTIMEDIA-CONFERENCING, MULTIMEDIA-STREAMING, SIGNALING,
OAM, TRANSACTIONAL-DATA, BULK-DATA, SCAVENGER, class-

’ Troubleshooting

MARKING-POLICY Not Assigned

default
WEBUI-VOICE-DSCP, WEBUI-BROADCAST_VIDEO-DSCP, WEBUI- T 161 At GigabitEthermnet1/1/1=>
WEBUI-QUEUING-OUT T T TWORK_CONTROL-DSCP, WEBUI-MULTIMEDIA_STREAMING-DSCP, bg{a.?tiﬂ_er?erjfm_‘i% J,_',Tenug,_a the_'e”",, e
is a pre-configured i 3 : WE.  TRANSACTIONAL_DATA-DSCP, WEBUI-BULK_DATA-DSCP, e e e S e e e
egress queuing pO“CV WEBUL. ‘ENGER-DSCP, class-default TenGigabitEthernet1/1/4=*
A?Jtomatically appearsl AutoQos-voip cisco-phone - GigabitEthernet1/0/10
when you enable AVC o
via the Web UI. el 2\%7&235 DOBC'eS - Additional slides showing QoS
or user . . .
o : configuration using the Catalyst 9000
policies Defined (DSCP or ACL) S 9 y

Series Web Ul are in Appendix F
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Catalyst 9000 Series QoS Design—At-A-Glance

afra]n
CISCO.

‘Campus Cisco Catalyst 9000 Series QoS Design At-A-Glance

Cisco Catalyst 9000 Series QoS Design

At-A-Glance Step 1: Configure Ingress QoS Model : class REAL-TIME-INTERACTIVE

set dscp csé
class MULTIMEDIA-CONFERENCING

class-map match-any TRANSACTIONAL-DATA-QUEUR
mateh dscp af2l

Trust DSCP Model: match dscp af2?2

Switch Ports : <default> match dscp af23
class-map match-any SCAVENGER-BULK-DATA-QUEUE
match dscp afil
matoh dscp af12

set dscp af4l
class MULTIMEDIA-STREAMING

Conditional Trust Model: set dscp afil

Roles in Campus Network

The Catalyst 9300 & 9400 Series switches are

engineered to serve as access-layer switche:

campus networks. As such, these switches may

connect directly to a variety of endpoints and

aggregation-layer switches, as shown in Figure 1.
Figure 1 Cisco Catalyst 9300 & 9400 Series

Switches in a Campus Network

Step 1: Configure Ingress QoS Model(s)
The three most utilized ingress QoS models for
campus networks are:

* Trust DSCP Model

* Conditional Trust Model

+ Service Policy Models
Combinations of these ingress QoS models may be
used at the same time.
Trust DSCP Model
Switch ports on the Catalyst 9000 Series default to a
trusted state (shown as orange circles in Figures 1
and 2).

policy-maps which specify policy actions to be
taken on a class-by-class basis

service-policy statements which apply a specific
policy-map to an interface(s) and specify
direction

On the Catalyst 9300 Series, service policie
applied to switch ports (shown as red mrc\es in
Figure 1).

may be

Step 2: Configure Egress Queuing for Switch Ports
Switch ports can be configured with an 8Q3T,
1P7Q3T, or 2P6Q3T egress queuing model. The only
difference between the models is the number of

trust device cisco-phone or
trust device cts or

trust device ip-cameraor
trust device media-player

Note: Yellow highlighted
commands are interface
specific; otherwise these
are global.

Service Policy Models:

class-map match-all VOICE

match protocol attribute traffic-class voip-telephony

match protocol attribute business-relevance business-relevant
class-map match-all BROADCAST-VIDEQ

match pretocol attribute traffic-class broadcast-video

match protocol attrikute business-relevance business-relevant
class-map match-all REAL-TIME-INTERACTIVE

class SIGNALING
set dscp cs3

class NETWORK-CONTROL
set dscp csé

class NETWORK-MANAGEMENT
set dscp cs2

clags TRANSACTIONAL-DATA
set dscp af2l

class BULK-DATA
set dscp af1l

class SCAVENGER
set dscp csl

class class-default
set dscp default

mateh dscp afi3
match dscp cs1

policy-map 2P§Q3IT-WRED

class VOICE-PQ1
priority level 1
police rate percent 10

class VIDEO-BQ2
priority level 2
police rate percent 20

class CONTROL-MGMT-QUEUE
bandwidth remaining percent 10
queue-buffers ratio 10

class MULTIMEDIA- RENCING-QUEUE

CONFE:
bandwidth remaining percent 15
queue-buffers ratio 15
queue-1imit dscp af43 percent 80
queue-1imit dscp afd2 percent 50

class MULTIMEDIA-STREAMING-QUEUE
bandwidth remaining percent 15
queue-buffers ratio 10
queue-limit dscp afi3 percent 80
queue-1imit dscp af32 percent S0

class TRANSACTIONAL-DATA-QUEUE
bandwidth remaining percent 15
queue-buffers ratio 10
random-detect dscp-based
random-detect dscp 18 percent 80 100
random-detect dscp 20 percent 70 100

match protocol attribute traffic-class real-time-interactive
match protocol attribute business-relevance business-relevant
class-map match-all MULTIMEDIA-CONFERENCING

priority queues configured via the prioritylevel 1 or

‘Switch Port Applicatiol
priority level 2 policy-map action commands.

interface GigabitEthernet 1/0/1
service-policy input NEAR-MARKING

Conditional Trust Mode!
The Conditional Trust model configures the interface N N
to dynamically accept markings from endpoints that Cisco Catalyst 9000 Series 2P6Q3T match protocol attribute traffic-class multimedia-conferencing
i tch protocol attribute business-relevance business-relevant

have met a specific condition, such as a successful Egress Queuing Model match p
o e (switch ports set t st class-map match-all MULTIMEDIA-STREAMING
are shown as areen Elmlgs in Figure 1) match protocol attribute traffic-class multimedia-streaming

9 g - match protocol attribute business-relevance business-relevant
This model is suitable for switch ports connecting to: class-map match-all STGNALTNG
Cisco IP phones - trust device clsco-phone match protecel attribute traffic-class signaling
Cisco TelePresence Systems - trust device cts match protocol attribute business-relevance business-relevant
Cisco IP Video Surveillance cameras - trust class-map match-all NETWORK-CONTROL
device Ip-camera match protecol attribute traffic-class network-centrol
Cisco Digital Media Players - trust device match protecol attribute business-relevance business-relevant
media_player class-map match-all NETWORK-MANAGEMENT

i play match protocol attribute traffic-class ops-admin-mgmt
.I_.I match protocol attribute business-relevance business-relevant
Trust DSCP

+ Egress Queuing

The Catalyst 9500 Series switches are engineered to Figure 3
serve as core or aggregation-layer switches in campus
networks. As such, these switches may connect
directly to other core, aggregation-layer, or access-
layer switches, as shown in Figure 2.

Figure 2

Step 2: Configure 8Q3T, 1P7Q3T or 2P6Q3T Egress.
Queuing on Switch Ports (2P6Q3T Example with WRED
s shown) :

class-map match-any VOICE-PQ1

match dscp of

class-map match-any VIDEO-PQ2

match dscp cs4

match dscp cs5

class-map match-any CONTROL-MGMT-QUEUE
match dscp cs7

match dscp csé

match dscp cs3

match dscp cs2

class-map match-any MULTIMEDIA-
CONFERENCTNG- QUEUE
match dscp af4l
match dscp af42
match dscp af43
class-map match

Cisco Catalyst 9500 Series Switches
ina Campus Network

This model is also suitable for PCs and untrusted
devices, since the ports connecting o such devices
will remain in their default untrusted state (shown as
black circles in Figure 1).

ey

class-map match-all TRANSACTIONAL-DATA
match protocol attribute traffic-class transactional-data
match protocol attrikute business-relevance business-relevant
class-map match-all BULK-DATA
match protocol attribute traffic-class bulk-data
match protocol attribute business-relevance business-relevant
class-map match-all SCAVENGER
match protocol attribute busil

bandwidth remaining percent 10
queue-buffers ratio 10

random-detect dscp-based
random-detect dscp & percent §0 100
random-detect dscp 10 percent 80 100
random-detect dscp 12 percent 70 100
MULTIMEDY. dom-detect dscp 14 percent 60 100
class class-default

bandwidth remaining percent 35
queue-buffers ratio 25

random-detect dscp-based
random-detect dscp 0 percent 80 100

Service Policy Models

QoS Design Steps

There are two main steps to configure QoS on Cisco
Catalyst 9000 Series switches:

N I —r B &

sor-ssseawneo)

There may be cases where require
more detailed or granular policies on their ingress
edges and as such they may construct MQC-based
policies to implement classification, marking, andfor
g policies. These policies are constructed

Both WRED and WTD are supported on Catalyst 9000
Series switches. WRED can be applied on up to four
queues only. Additional queues can implement WTD
if desired

10S XE 16.8.1 AVC / NBAR2 Policy Example
An example design for a Catalyst 9000 Series in the
role of an access-layer switch in a campus network,

using match protocol attribute commands and
DSCP-based WRED is presented below.

business-i.

1. Configure Ingress QoS Model(s):
Trust DSCP Model
Conditional Trust Model
Service Policy Models
2. Configure Egress Queuing
~ Queuing Models: 8Q3T, 1P7Q3T or 2P6Q3T

match dscp af3l
match dscp afi2
match dscp afal
[continued. ..]

policy-map NEAR-MARKING
class VOICE

+ class-maps which identify the flows using packet
markings, access-lists, NBAR2 classification, or
other criteria

Sy ort Application:
interface GigabitEthernet 1/0/1
service-policy output 296Q3T-WRED

[Continued. ..]
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Catalyst 3650 / 3850 QoS Design—At-A-Glance
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Cisco Catalyst 3650/3850 QoS Design

At-A-Glance

Role in Campus Network

The Catalyst 365043850 saries switchas are angineemd

to serve as a converged access switch inwired and

wireless campus networks. As such, these switches may

connect directly to a vanety of endpoints and

distribution |ayer switches, as shown in Figure 1

Figure 1 Gisco Catalyst 3650/3850 Switchina
Campus Network

QoS Design Steps

There are two main steps to configure oS on Cisco
Catalyst 3650/3850 saries switches:
1. Configure Ingrass GoS Model(s)
— Trust DSCP Model
— Conditional Trust Moded (wired ports only)
— Semvica Policy Models
2. Configure Egress Queuing
— Wired Queuing Models: 1P7Q3T or 2P603T
— Wireless Queuing Model: 2P20+AFD
Step 1: Configure Ingress QoS Model(s)
The three most utilized ingress QoS models for campus
networks are:
+  Trust DSCP Modeal
+ Conditional Trust Modal
+ Sawice Policy Models
Combinations of these ingress OoS models may be used
atthe same time.
Trust DSCP Modal
Wirad ports on the Catalyst 3650/3850 ds fault to a trusted
state (shown as orange circles in Figure 1), butwirsless
ports default to an untrusted state. Nonatheless, wireless
ports can also be configured to be rusted by the global
configuration command: no gos wireless-default-untrust.

Cisco

.&./

Conditional Trust Mods!

The Conditional Trust model configures the interface to
dynamically accapt markings from endpoints that have
met a specific condition, such as a successful COP
negotiation (switch ports set to conditional trust are shown
asgreen circles in Figura 1).

This modsl is suitable for switch ports connecting to
Cisco|P phones—trust device cisco-phone

GCisco TelePresence Systems—trust device cts
Cisco IPVidso Surveillance cameras—trust device
ip-camera

Cisco Digital Madia Playars—trust device
media-player

This model s also suitable for PGs and untrustad devices,
since the ports connecting to such devices will remain in
their default unirusted siaie {shown as black circles in
Figura 1)

Senvice Policy Modsls

Thera may be cases where adminisirators require more:
detailed or granular policies on theiringressedges and as
such they may construct MQC-based policies o
implement classification, marking, and/or policing
policies. Thasa policies are constructed with:

+ class-maps which identify the flows using packet
markings or by access-lists or other criteria
pdlicy-maps which spacify policy actions to be taken
ona class-by-class basis

+  service-policy statements which apply a specific

policy-map to an interface(s) and specify direction
On the Catalyst 3650/3850, service policies may ba
applied towired or wireless ports (shown as red circles in
Figure 1) or to individual wireless clients (shown as purple
circles in Figure 1),
Step 2a: Configure Egress Queuing for Wired Ports
‘Wired ports can be configured with either a 1P703T or
2P6Q3T egress queuing model The only difference
batwaen tha twa modals iswhathar a sscond priority

queus is configured via the priority level 2 policy -map
action command.

Figue2 Catalyst 3650/3850 2PEQ3T (Wired Port)
Egress Queuing Model

Step 2b: Configure Egress Queuing for Wireless
Ports.

The Catalyst 36503850 switch supports two levels of
pricrity quaueing on wireless ports, aswell as one
non-priority queue for unicast trafiic and one non-priority
queus for multicast traffic. The switch also supportsa
bandwidth control algorithm. Approximate Fair Drop (AFD).
to provide fairmess between radios, SSIDs, and aven
individual clients

Figure3  Catalyst 3650/3850 2P2Q+AFD (Wireless
Port) Egress Queuing Model

Campus Clsco Catalyst 365043850 QoS Design

At-A-Glance

Cisco Validated Design (CVD)

The Cisco Validated Dasignes for a Catalyst 3650/3860
sarias switchin tha role of a comverged accass switchina
campus network are presented below.

Step 1: Configure Ingress QoS Model :

‘Trust DSCP Model:

Wired Ports : <default>

Wireless Ports:

50 qos wireless-default-untrust

Gonditional Trust Model:

trust device cisco-phons or

trust device ots or

trust device ip-camaraor

mls qos trust device media-player

Service Policy Motels:
[class-maps omitted far brevity)

Wired Port Application:
interface GigabitEthernet 1/0/1
service-policy input MARKER

Wirsloss

wlan WLAN-1

service-policy input MARKER
Per-Wireless-C llent Applicafion:

wlan WLAN-1
service-policy client input MARKER

Step 2a: Configure 1P7Q3T or PECBT Egress Queuing on
Wirsd Ports. (2PQ3T Exampie is shown) !

icy-map 2|

class PRICRITY

priocity level 1

police rate percent 10

class REAL-TIME-VIDED-QUEUE

priority level 2

police rate percent 20

s CONTROL-MGMT-QUEUE
bandwidth remaining percent 10
queve-buffers ratio 10

‘class MULTIMED IA-CONFERENCING-QUEUE
bandwidth remaining percent 10
‘queue-buffers ratio 10
queue-limit dscp af4d percent 80
queus-limit dscp afi2 percent 90
queve-1limit dscp afdl percent 100

class MULTIMEDTA-STREAMING-QUEUE
bandwidth remaining percent 10
queve-buffers ratio 10
quevs-limit dscp af33 percent 80
queve-1limit dscp af32 percent 90
queve-1limit dscp af3l percent 100

class TRAMSACTIONAL-DNTA-QUEUE
bandwidth remaining percent 10
queue-buffers ratio 10
queve-1limit dscp af23 percent 80
queue-limit decp af22 percent 90
queue-limit decp af2l percent 100

class BULE-SCAVENGER-DATA-QUEUE
bandwidth remaining percent 5
queve-buffers ratio 10
queue-limit decp values af13 cel perceat 80
queue-limit dscp valuss afl? perceat 90
quene-limit dscp values afll parcent 100
class class-default
bandwidth remaining percent 25
‘queue-buffers ratio 25

service-palicy output 2P6QIT

Step 2b: Configure 2P2Q+AFD Egress Queuing on
Wireless Ports !

policy-map port child policy

class non-client-nrt-class

bandwidth resaining ratio 7

class RT1

priority level 1

police rats percest 10
conform-sction transmit
excesd-action drep

class RT2

priority level 2

police rats percest 20
conform-sction transmit
exceed-action drop

class class-defsult

bandwidth remaining ratic 63

Mote: This pokcy s applied automatically to a1
wireleas poris and thus no expiicit sarvice-policy
anachment statementis neaded.

Note: Highlighted commands are interfacs spaific otharwiss thass ars global,

For more detas. see the Cisco Press book: End-to-End QoS Design (Second Edition)-Chapter 20

o, h Ciz0s legn, Cizos Eysiana,

tradamans of Cizos Bystems, . and/or s afMiates e Uritad Sistss nd cartai sthar countia.
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Agenda

Campus QoS Design Considerations and Best Practices
- Cisco Catalyst 2960-X / 3560-X / 3750-X QoS Design

« Cisco Catalyst 9000 / 3850 / 3650 Series QoS Design

« Cisco Catalyst 6800 / 6500-E QoS Design

« Meraki MS Series Switch QoS Design

Campus WLAN QoS Design Considerations and Best
Practices

« Cisco AireOS WLC AVC / QoS Design
+ Cisco Catalyst 9800 WLC QoS Design
« Meraki MR Series AP QoS Design

What are we doing to make this simpler?

Summary and References
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Cisco Catalyst 6800 / 6500-E

QoS Roles in the Campus

—=

Catalyst 6800 /
6500-E Series
Core-Layer

Switch O Trust DSCP
+ Ingress Queuing
+ Egress Queuing

Catalyst 6800 /
6500-E Series
Distribution-Layer
Switch

cisco M- BRKCRS-2501 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 79



Cisco Catalyst 6800 / 6500-E

QoS Design Steps

1. Configure Ingress Queuing

2. Configure Egress Queuing

Catalyst 6800 / 6500-E (Sup6T &
Sup2T) are C3PL platforms which
trust by default. Therefore no explicit
policy is required for DSCP trust.

cisco L{{@/
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Cisco Catalyst 6800 / 6500-E

2P6QA4T Ingress & Egress Queuing Models—DSCP-to-Queue

Application-Class

Network Control
Internetwork Control
VolP
Broadcast Video
Multimedia Conferencing
Realtime Interactive
Multimedia Streaming

Signaling

Transactional Data

Network Management
Bulk Data

Scavenger

Best Effort

DSCP
(Cs7)
CS6
EF
CS5
AF4
CS4
AF3
CS3

AF2 I

AF1

DF

http://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst6500/ios/15-1SY/config_qguide/sup2T/15_1_sy_swcg_2T/qos_policy_based_gueueing.html

2P6QAT

Voice-PQ1

EF (Priority Level 1)
(10%)
Video-PQ2
(Priority Level 2)
(20%)

CS5
Cs4

CS6 & CS7
CS2 & CS3

Control/Mgmt Queue
(10% BWR)

Multimedia-Conferencing Queue
AF4 (15% BWR + DSCP-WRED)

Multimedia-Streaming Queue
(15% BWR + DSCP-WRED)

Transactional Data Queue
(15% BWR + DSCP-WRED)

AF2

AF1 Bulk Data Queue

(10% BWR + DSCP-WRED)

Default Queue

DF (WRED)

Additional Catalyst 6800 / 6500-E

Sup2T/6T queuing models are
detailed in Appendix A.

Ingress and egress queuing
models varies by line card /
module.

Refer to the 6500-E / 6800
QoS Configuration Guide or
data sheets to ensure that you
use the proper queuing

module for a given line card.

WS-X6904-40G-2T
WS-X6904-40G-2TXL
C6800-8P10G
C6800-8P10G-XL
C6800-16P10G
C6800-16P10G-XL
C6800-32P10G
C6800-32P10G-XL

cisco L{{@/
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http://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst6500/ios/15-1SY/config_guide/sup2T/15_1_sy_swcg_2T/qos_policy_based_queueing.html

Cisco Catalyst 6800 / 6500-E —2P6Q4T Model

Part 1 of 3—Common Ingress & Egress Queuing Class-Maps

class-map type lan-queuing match-all VOICE-PQ1l

match dscp ef

class-map type lan-queuing
match dscp cs4 cs5
class-map type lan-queuing
match dscp cs2 cs3 cs6 cs7
class-map type lan-queuing
match dscp af4l af42 af43
class-map type lan-queuing
match dscp af31 af32 af33
class-map type lan-queuing
match dscp af2l1 af22 af23
class-map type lan-queuing

match-all

match-all

match-all

match-all

match-all

match-all

match dscp csl afll afl2 afl3

cisco L{{@/

VIDEO-PQ2

CONTROL-MGMT-QUEUE

MULTIMEDIA-CONFERENCING-QUEUE

MULTIMEDIA-STREAMING-QUEUE
TRANSACTIONAL-DATA-QUEUE

SCAVENGER-BULK-DATA-QUEUE

BRKCRS-2501

Class-maps and policy-maps
used for ingress and/or
egress queuing policies must
be explicitly configured as
type lan-queuing

Unless specified otherwise, the
default C3PL class-map and
policy-map type is qos
(classification, marking, policing)

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 82



Cisco Catalyst 6800 / 6500-E —2P6Q4T Model

Part 2 of 3—2P6Q4T Queuing Policy-Map

Policy-map must be defined as type lan-queuing

policy-map type lan-queuing 2P6QA4T

class VOICE-PQ1

priority level 1
class VIDEO-PQ2

priority level 2
class CONTROL-MGMT-QUEUE

bandwidth remaining percent 10
class MULTIMEDIA-CONFERENCING-QUEUE
bandwidth remaining percent 15
random-detect dscp af4l percent 80
random-detect dscp af42 percent 70
random-detect dscp af43 percent 60
class MULTIMEDIA-STREAMING-QUEUE
bandwidth remaining percent 15
random-detect dscp af31 percent 80
random-detect dscp af32 percent 70
random-detect dscp af33 percent 60

cisco L{{@/

100
100
100

100
100
100

Enables egress Priority Queue 1
(highest level of service)

Enables egress Priority Queue 2
(can only be interrupted by PQ1)

bandwidth remaining is
required (as PQs are enabled)

BRKCRS-2501

Tunes WRED to better
align to the AF PHB

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Cisco Catalyst 6800 / 6500-E —2P6Q4T Model

Part 3 of 3—2P6Q4T Queuing Policy-Map (continued)

[continued]

class TRANSACTIONAL-DATA-QUEUE
bandwidth remaining percent 15
random-detect dscp-based

random-detect dscp af2l percent 80 100 type lan-queuing must also be
random-detect dscp af22 percent 70 100 specified in the service-policy
random-detect dscp af23 percent 60 100 statement

class BULK-DATA-QUEUE

bandwidth remaining percent 10
random-detect dscp-based

random-detect dscp afll percent 80 100
random-detect dscp afl2 percent 70 100
random-detect dscp csl percent 50 100

class class-default
random-detect dscp-based
random-detect dscp default perccat 80 100

Generally Catalyst 6800 /
6500-E Series linecards which
support the 2P6Q4T queuing
structure also support both
ingress and egress queuing

service-policy type lan-queuing input 2z6Q4T
service-policy type lan-queuing output 2P6Q4T

cisco L‘V&- BRKCRS-2501 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 84



Catalyst 6800/6500-E Sup 6T/2T QoS Design
At-A-Glance

]
cisco

Cisco Catalyst 6800 / 6500-E (Supervisor 6T or 2T) QoS Design

Campus Cisco Catalyst 6800 / 6500-E Supervisor 6T or 2T QoS Design

At-A-Glance

Role in Campus Network

The Cisco Catalyst 6800 / 6500-E Series switches
with Supervisor 6T or 2T are well-suited to the role
of distribution or core-layer switches in campus
networks. As such, these switches typically connect
directly to other switches or routers, as shown in
Figure 1.

Figure1  Clsco Catalyst 6800 / 6500-E Supervisor 6T
or 2T Switches In a Gampus Network

Trust DSCP
+Ingress Queuing
+ Egress Queuing

233375

QoS Design Steps

There are two main steps to configure QoS on
Cisco Catalyst 6800 / 6500E Series switches
with Supervisor 2T:

1. Configure Ingress Queuing

2. Configure Egress Queuing

Steps 1 & 2: Configure Ingress & Egress Queuing:

The 2P6Q4T queuing model for both ingress and
egress queuing for the Cisco Catalyst 6800 /
6500-E with Supervisor 6T or 2T is shown in
Figure 2.

Cisco
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Figure 2

Transactional Data

Catalyst 6800 [ 6500-E Sup 6T or 2T (2P6Q4T) Ingress & Egress Queuing Model

e

MuImeas-Conterenc
{15% BWR + DSC

Multimecia-Streaming Queue
(15% BWR = DSCP-WRED)

Trai ional Data Quaeus
e T e

Bulk Data AF1

AF1 Bulk Daia Queug.

m—m {10% BWR + DSCP-WRED)

DefautQuews]
(WRED)|

EtherChannel QoS

Ingress classification & marking QoS policies on the Cisco Catalyst
6800 /6500-E are configured on the logical port-channel interface
(typically these are simply to enable DSCP trust, which is enabled by
default on the Sup 6T or 2T). Ingress and egress queuing QoS
policies are configured on the physical port-member interfaces.

Cisco Validated Design (CVD)
The Cisco Validated Design for Cisco Catalyst 6800 / 6500-E Series

switches with Supervisor 6T or 2

the role of a distribution or core-

layer switch in a campus network is presented below.

Step 1: Configure (Common) Class-Maps to be used for both Ingress
& Egress Queuing Policies

class-map type lan-queuing VOICE-EQL

match dscp ef

class-map type lan-queuing VIDEO-PQ2

match dscp cs4 cs5

class-map type lan-queuing CONTROL-MGMT-QUEUE

match dscp cs2 es3 cs6 cs7

class-map type lan-queuing MULTIMEDIA-CONFERENCING-QUEUE
match dscp afd4l afd2 af43

class-map type lan-queuing MULTIMEDIA-STREAMING-QUEUE
match dscp af31 af32 af33

class-map type lan-queuing TRANSACTIONAL-DATA-QUEUE
match dscp af2l af22 af23

class-map type lan-queuing SCAVENGER-BULK-DATA-QUEUE
match dscp csl afll afl2 af13

Note: Highlighted commands are interface specific; otherwise these are global

Step 2 Configure 2P6Q4T Ingress & Egress Queuing Policy-
Map and apply to Interface(s)

policy-map type lan-queuing 2P6Q4T
class VOICE-EQl
priority level 1
class VIDEO-PQ2
priority level 2
class CONTROL-MGMT-QUEUE
bandwidth remaining percent 10
class MULTIMEDIA-CONFERENCING-QUEUE
bandwidth remaining percent 15
random-detect dscp af4l percent 80 100
random-detect dscp af42 percent 70 100
random-detect dscp af43 percent 60 100
class MULTIMEDIA-STREAMING-QUEUE
bandwidth remaining percent 15
random-detect dscp af3l percent 80 100
random-detect dscp af32 percent 70 100
random-detect dscp af33 percent 60 100
elass TRANSACTIONAL-DATA-QUEUE
bandwidth remaining percent 15
random-detect dscp-based
random-detect dscp af2l percent 80 100
random-detect dscp af22 percent 70 100
random-detect dscp af23 percent 60 100
class BULK-DATA-QUEUE
bandwidth remaining percent 10
random-detect dscp-based
random-detect dscp afll percent 80 100
random-detect dscp afl2 percent 70 100
random-detect dscp csl percent 50 100
class class-default
random-detect dscp-based
random-detect dscp default percent 80 100

At
service-policy type lan-queuing input 2P6QAT arics

service-policy type lan-queuing output 2P6Q4T

For more details, see Campus QoS Design 4.0:

hitp://www.cisco.com/en/US/docs/solutions/Enterprise/WAN_and_MAN/QoS_SRND_40/QoSCampus_40.htm!
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Agenda

Campus QoS Design Considerations and Best Practices
- Cisco Catalyst 2960-X / 3560-X / 3750-X QoS Design

« Cisco Catalyst 9000 / 3850 / 3650 Series QoS Design

- Cisco Catalyst 6800 / 6500-E QoS Design

« Meraki MS Series Switch QoS Design

Campus WLAN QoS Design Considerations and Best
Practices

« Cisco AireOS WLC AVC / QoS Design
+ Cisco Catalyst 9800 WLC QoS Design
« Meraki MR Series AP QoS Design

What are we doing to make this simpler?

Summary and References
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Meraki MS Series Switches

QoS Role in the Campus

QoS on Meraki switches
is configured at the
Network level, and
applies to all switches

Meraki MS in the Meraki Network
Series
Switches

@ No Trust

‘ Ingress Classification/Marking

O Trust DSCP

' Egress Queuing

cisco M- BRKCRS-2501 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 88



Meraki MS Series Switch QoS

DSCP to CoS Map

- DSCP markings of incoming
packets are mapped to one of the
six configurable CoS queues on
the switch for forwarding

Switch > Configure > Switch Settings

DSCP to Class-of-Service mapping

DSCP value CoS value Title

0 [+] o [=] default
- Multiple DSCP values can be 10 =] T = AR

mapped to the same CoS queue & =] 7= a2

- DSCP values do not have to be 2 [¥] 3 @] | AF3
assigned to every CoS queue % =] T = AR

% [w] 5[] EF woice

Add another DSCP to CoS mapping

https://documentation.meraki.com/MS/Other_Topics/MS_Switch_Quality_of _Service_Defined
cisco M~/ BRKCRS-2501 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 89



https://documentation.meraki.com/MS/Other_Topics/MS_Switch_Quality_of_Service_Defined

Meraki MS Series Switch QoS

- Each CoS queue is assigned a weight which
determines the ratio of bandwidth assigned to the
queue

- QoS guarantees a certain fraction of the uplink to
each configured queue when the link is congested

- If a queue is not fully utilized, the bandwidth will be
used by other queues

- Note: Meraki MS Series switches do not support
strict priority queuing

Cisco M,/ BRKCRS-2501

Cos

O (default
class)

1

g W N

Weight

16
32

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Meraki MS Series Switch QoS

Dashboard QoS Rules for the Network

VLAN Protocol Source port Destination port DSCP Edit DSCP to CoS map
1 100 Any El Trust incoming DSCP El
2 200 TcP[w] | Any 6000 Set DSCPto... [w] [26— chss2iar3ny [w]

Rules are user defined and processed from top to bottom

A rule can apply to any combination of VLAN, protocol, source port, or destination port
* Meraki MS120 Series switches support QoS rules based on IP range only

Each rule has one of the following actions - Trust or Set the DSCP marking

As soon as the first QoS rule is added, the switch will trust DSCP markings on incoming
packets that have DSCP to CoS mappings. This rule is invisible and processed last.

If an incoming packet has a DSCP marking set but no matching QoS rule or DSCP to
CoS mapping, it will be placed in the default queue

cisco M- BRKCRS-2501 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 91
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What are we doing to make this simpler?

Summary and References
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The Case for Wireless QoS

- QoS is like a chain
+ It’s only as strong as its weakest link

-« The WLAN is one of the weakest links in
enterprise QoS designs for three primary
reasons:

1) Typical downshift in speed (and throughput)
2) Shift from full-duplex to half-duplex media
3) Shift from dedicated media to shared media

- WLAN QoS policies control both jitter and
packet loss

cisco M- © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Wireless QoS-Specific Limitations

LAN QoS WLAN QoS

- No priority servicing
- No bandwidth guarantees
- Non-deterministic media access

- Only 4 levels of service

cisco M- BRKCRS-2501 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 95
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Know Your Tools

IEEE 802.11
User Priorities (UP)
- Access Categories (AC)

- Arbitration Inter-frame Spacing (AIFS)
. Contention Windows (CW)
Enhanced Distributed Coordination Function (EDCF)

DSCP<->UP Mapping

Trust Boundaries

Policy-Enforcement Points
Application Visibility and Control (AVC)

cisco L{{/&/

BRKCRS-2501
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IEEE 802.11 User Priority (UP)

2 2 =] =] =] 2 Oor g Qor 2 n 4
Frame | A A2 A3 A4 o= Body | FCS
control control control

cisco L{{@/

3 Bit Field allows for UP values 0-7

BRKCRS-2501
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IEEE 802.11 UP Values and Access Categories

802.11 802.11 WMM
UP Value Access Category Designation

7 AC_VO Voice
6
5 AC_VI Video
4
3 AC_BE
o s
1

cisco M- BRKCRS-2501 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 98



IEEE 802.11 Arbitration Inter-Frame Spacing

(AIFS) and Contention Windows (CW)

« Due to the nature of wireless as a shared media, a Congestion Avoidance algorithm (CSMA/CA) must be utilized

« Wireless senders have to wait a fixed amount of time (the AIFS)
« Wireless senders also have to wait a random amount of time (the Contention Window)
» AIFS and Contention Window timers vary by Access Category

Access AIFS CWmin CWmax
Category (Slot Times) Access Category (Slot Times) (Slot Times)
\Voice 2 Voice 3 7
Video 2 Video 7 15
Best Effort 3 Best-Effort 15 1023
Background 7 Background 15 1023
: | cwmin (0-3) AIFS 2
CWmin (0-7) AIFS 2
| CWmin (0-15) | AIFs3

CWmin (0-15) | AIFS 7
cisco L{{@/

Voice
Video
Best Effort

Background

BRKCRS-2501 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 99
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Downstream DSCP-to-UP Default Mapping

3-Bit UP 6-Bit DSCP

802.11 Frame
U | oscP |

CAPWAP Packet IP Packet

cisco M- BRKCRS-2501 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 100



Downstream DSCP-to-UP Mapping Model

Ratified Cisco Consensus Model (June 2015)

DSCP IEEE 802.11 Model

RFC 4594-Based Model

N KC I Remark /
Provides distinction R Eer Bl m fnotin | UP 7 Voice
use Access

between elastic and
inelastic video classes

Voice + DSCP-Admit

UP 6 Category

'?

Broadcast Video S5
Aligns RFC 4594 Multimedia Conferencing AF4 —> UP 5 Video
recommendations into ACCGSS
the IEEE 802.11 model Realtime Interactive

UP 4  Category

Multimedia Streaming

Requires several custom
DSCP-to-UP mappings

Q

!

Signaling

UP 3 Best Effort

Access
~—|UPO Category

AF2

Transactional Data

OAM

Bulk Data AF1 —
T
Best Effort DF

cisco M- BRKCRS-2501 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 101
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Upstream UP-to-DSCP Default Mapping

802.11 Frame

DSCP %

Key Point:
Radio Upstream
QoS requires the

device to set UP /
markings correctly 5 o p 6-Bit DSCP

Last 3 Bits are zeroed-out First 3 Bits are copied

IP Packet

cisco M- BRKCRS-2501 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 102



Upstream DSCP Trust Model

802.11 Frame CAPWAP Packet

=l

/

6-Bit DSCP 6-Bit DSCP

All 6 Bits are copied

cisco M- BRKCRS-2501 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 103
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Cisco WLAN QoS Design At-A-Glance

],
CISCO.

WLAN QoS Design

Ar-A-Glance

WLAN QoS Design

Ar-A-Glance

EDGF Operation
When the AIFS and random backoff timers are

Figure 5 IEEE 802.11e AIFS and CWmin by Access Category

CWmin {0 AIFS2 | vaice

CWmin [0-7) AIF52 | Video

combined, then the skewing of the probability of
transmission of each access categories becomes even
mare apparent, as shown in Figure 5 (right).

BestEftort
Background

CWmin |0-15| MIFST

The Case for QoS in the Wireless LAN

Wireless access points are the second most-likely places
in the enterprise network to i ion (after

IEEE 802.11e EDCF
The original 802.11 standard described a Distributed
Function (DCF) to aveid collisions over the
WLAN. However, this function had no support for QoS- In

Arbitration Interframe Spaces [AIFS)
Each wireless station was wait a fixed (and a variable)
amount of time once the medium is clear prior to
attempting to transmit. The fixed amount of time is called

Transmission Opporfunity (TXOF)
EDCF provides contention-free period access to the
wireless medium, called the Transmission Opportunity

Conversely, in the reverse direction, the CoS or UP
values are simply multiplied by 8 (in order to shift these
three binary bits to the left) to generate a DSCP value.

Each wireless station (including the access point. which
is compating on equal terms with endpoint devices for
airtime) waits until all timers have elapsed before

LAN-to-WAN links). This is because wireless media-
- generally presents a downshift in speedithroughput
-is a half-duplex media

- is a shared media

Furthermare, the nature of wirsless media presents
additional challenges from a QoS provisioning
perspective, including:

- No suppaort for strict priority queuing

« No support for guaranteed bandwidih allocations
- Non-deterministic media accass

« A maximum of four levels of service

As such, the case for QoS on the WLAN is to minimize
packet drops due to congestion. as well as to minimize
jitter due to non-detsrministic access o the half-duplex,
shared media.

WLAN QoS Design Best Practices

User Priorities (UF)
802 112 introduced a 3 bit marking value in layer 2
wireless frames referred to as User Priority (UP): UP
walues range from 0-7. UP fields are showin in Figure 1

2008, the 802.11e task group provided saveral
enhancements to this function to support QoS, hence the
term: Enhanced Distributed Coordination Function
(EDCF). These enhancements include:

Figure 1 IEEE 802.11e User Priority Field

N ol o g ol 3 leas
e A
[l o [ [ [ o 2] o

=
AR

the AIFS. EDCF skewed these fixed delays on a per-
access category basis, such that higher-priority ACs are
assigned shorter walt times as compared to the lower-
priority ACs. This approach thus gives the high-priority
traffic better probability of being fransmitied first. AIFS by
access category are shown in Figure 3.

Figure 3 IEEE 802.11e AIFS by Access Category

Access AIFS
Category {Slot Times)
Woice 2
Video 2

Best Effort 3
Background 7

Contention Windows

attempting transmissien. Statistically, any endpoint
transmitting voice traffic will have a better chance at
being the nextto use the media; however., this is not
guaranteed. because of the random value of the CW
timers.

If in the event that twa (or more) stations still bagin
transmitting at the same time, then all stations will
effectively double their CW sizes and try again. This
process repeats (as nesded) until the CWmax value for
an AC is reached. At this point. Contention Windows
remain fixed at the CWmax size unti a defined
transmission attempt limit is reached (e.g. on Cisco APs
this limit is 64 transmission attempts). This operation is
shown in Figure B.

Figure 6 Contention Window Operation

(TOXP). The TXOP is a set periad of time when a
wireless station may send as many frames as possible
without having to contend with other stations. With
TXOP, each station has a set time limit when it can
transmit; once this limt expires, it must give up access to
the medium.

Transmission Specification (TSpec)
One last major enhancement introduced by 802.11= is a
mechanism for Call Admission Control (CAC) called
Transmission Specification (TSpec). TSpec allows real-
time applizations. such as voice or video calls in-
progress, to be prioriized over requests for new calls. To
use this feature of EDCF. TSpec must be configured on
the AP and optionally on the client stations.

DSCP-to-UF and UP-to-DSCF Mapping
Upstream and downstream DSCP<>UP mapping is
shown in Figure 7. By default, 8-bit DSCP values are

Gontinuing the example, UP 5 (binary 101) would be
mapped (.., multiplied by 8) to DSCP 40 (binary
101000). also referred to as Class Selector 5 (G55).

As can be seen in the above pair of examples, because
information is being truncated from 8-bits to 3-bits,
marking details can get lost in translation. In this
example. the original voice packet was sent with DSCP
EF, but was received as DSCP CS5 (based solely on
default Layer 2-to-Layer 3 mapping). This needs o be
taken into aceount when mapping from wired-to-wireless
and vice-versa.

Also. it bears explicit mention that (Layer 2) IEEE and
(Layer 3) IETF marking recommendations o not always
align. For example, DSCP EF/46 is recommended by the
IETF for use for voice, which would map by default to UP
5: but the IEEE designates UP 8 for voice. Similarly, the

IETF recommends DSCP CS4 or AF4 for real-time or

Four QoS design principles that apply te WLAN . If two or more wireless devices begin transmitting after mapped to 3-bit 802,11 UP values by taking the three interactive video conferencing. both of which would map
deployments include: b waiting only a fixed amount of ime after the airis clear Most-Significant Bits (MSB) of the DSCP and copying by default to UP 4 but the IEEE designates UP 5 for
- Classify and mark applications as close to their sources (the AIFS). then the probability of collisions would be these as UP values. For example, DSCF EF/46 (binary video. Such discrepancies must also be taken into
as technically and administratively possible Access Categaries (AC) high. However, in addition to waiting a fixed amount of 101110) is mapped to CoS er UP 5 (binary 101), by account and reconciled in WLAN QoS designs
« Poli i . - . default
Polics unwanted traffic flows as close to their sources Pairs of UP values are assigned to 4 access categories,  ime. each station must alse wait a variable amount of - N Downstream
35 possible which statistically equate to 4 distinet levels of service time, called a random backoff. The rangs for these 2 = Ww"wmmw '|.,., | paiona |
L Enabie Queung polcies ot sveny nose wners e over the WLAN. Access categories and their UP pairings  "21d0m backoffs is between 0 and the current size of the Figure 7 | A
potential for congestion exists are shown in Figure 2. the Contention Window (CW). The CW can increase Downstream
over time, but bagins at an inital minimum value (DSCP-40-UP)

WLAN QoS Design Considerations Figure 2 IEEE B02.11e Access Categories (CWmin). The values for CWmin are skewsd by access Mapping &
There are several considerations unique to WLANS that categories. as are the maximum values for Gontention pstream
must be factored into QoS designs: 802 11e g0z i1e WM Cisco Windows (the CWmax values), as shown in Figure 4. (UP-£0-DSCP) w2 1a T
- The IEEE 802.11e Enhancad Distributed Coardination Mt = Calie o e Mapping
Function (EDCF). including: . u,‘ "m”" o ‘F':_““ Figure 4 [EEE 802.11e Contention Windows by AC

= User Priorities = = =

« Access Categories 5 e N el — "

« Arbitration Inter-Frame Spaces (AIFS) s Ac Vi videa Gald Categary  (Slot Times)  (Slot Times) sz e Encpmmspack —e A — "

= Contention Windows (CW) 4 Voice 3 7 Pt | caze | vF [ rapsea 1 == Pacad | GEF [H0ET

. r car - i

EDCF Operation 3 AC_BE Best Effort Silver Video 7 15 Upstream " &

= Transmission Opportunity (TXOP)

= Transmission Specification (TSpec) & Best-Effort 15 1023 For more detais, see the AVCICoS Desin chaptar of he BYOD CVD 3t
- UP4 o . 2 AC_BK Background httpfiurn.ci orks/Unfied.Access(BYOD, Desin SuselBYOD AVC himl

UP-0-DSGP and DSGP-to-UP Mapping Y - Background 15 1023 P e e ot P e Emer e @55 Network Design (SeZond Edition)-Chapter 18
oyt © 2015 Lincn Spalara, i Al ght resarved Cico, th Cncn g, G Eyatar,  madaurs . couretes
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Agenda
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- Cisco Catalyst 2960-X / 3560-X / 3750-X QoS Design

« Cisco Catalyst 9000 / 3850 / 3650 Series QoS Design

- Cisco Catalyst 6800 / 6500-E QoS Design

« Meraki MS Series Switch QoS Design

Campus WLAN QoS Design Considerations and Best
Practices

« Cisco AireOS WLC AVC / QoS Design
+ Cisco Catalyst 9800 WLC QoS Design
« Meraki MR Series AP QoS Design

What are we doing to make this simpler?

Summary and References
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Cisco AireOS WLC

QoS Roles in the Wireless LAN - Centralized Mode

- Customizable DSCP<->UP Mappings (AireOS 8.1TMR and higher) modify the QoS
Roles of the AP and WLC:

- Trust Boundary moves to the AP
- PEP remains at the WLC

Centralized Deployment Model

CAPWAP Tunnel

i

AR OO0 O

\_/

°’JJ OOCD 'r__ —

AiredS WLC

Trust Boundary

With AireOS 8.1MR and higher the trust- PEP

boundary can be extended to the AP
cisco M./ BRKCRS-2501 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 109



Cisco AireOS WLC

QoS Design Steps

1. Tune EDCA and CAC

2. Select and Tune the WLAN QoS Profile

3. Configure an AVC Profile

4. Apply the QoS and AVC Profile to the WLAN and Enable Application Visibility
5. Modify default DSCP-to-UP mappings and enable Upstream DSCP-Trust

cisco M- BRKCRS-2501 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 110



AireOS - EDCA Profiles - ~

EDCA Profiles control access to the wireless media
through differentiated contention window (aCWmin &
aCWmax), arbitrated interframe space (AIFS), and
transmit opportunity (TXOP) settings for each of the

Tunable for each radio (5 GHz & 2.4 GHz) access categories (AC_VO, AC_VI, AC_BE, AC_BK)

J

Radio must be disabled before changing EDCA Profile
Navigate to Wireless > 802.11a/n/ac/ax or 802.11g/n/ax > EDCA Parameters
Select the EDCA Profile

Sawve Configuration  Ping Logout Refresh

« \WMM (Default Setting) CISCO MONITOR WIANS CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK
. . . . = fal
«  Spectralink Voice Priority — Apply |
etwor
; . » RRM
* Voice Optimized R |
. . . Medi Genera
+ Voice & Video Optimized
. DFS (802.11h) EDCA Profile Fastlane ~
e Custom Voice High Throughput —
(802.11n/ac/ax) Enable Low Latency MAC £ LI
« Customized S
Fast] b 802.11b/g/nfax
¢ astiane . Low latency Mac feature is not supported for 1140/1250/3500
» Media Stream platforms if more than 3 data rates are enabled.

cisco M- BRKCRS-2501 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public m



n
— Save Configuration Ping Logout Refre|
il I Il I I

CISCO MONITOR WLANs CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS

Wireless " 802.11a(5 GHz) > Media —
Supported for VO'Ce, V|deO, & Medla } Access Points Voice | Video | Media |
Tune for each radio (5 GHz & 2.4 GHz) § poned

Call Admission Control (CAC)
» AP Group NTP

Radio must be disabled before changing

b ATE Admission Control (ACM) Enabled
CAC settings R Profiles CAC Method 2
Max RF Bandwidth (5-85)(%) _SD
Navigate to Wireless > 802.11a/n/ac/ax Lo Reserved Roaming Bandwidth (0:259) [ ]
or 802.11g/n/ax > Media > Voice, Video, » FlexConnect ACLs Expedited bandwidth O
or Medla FlexConnect VLAN
Templates SIP CAC Support 3 [ Enabled

Network Lists

Load Based CAC takes into account T

. . Per-Call SIP Bandwidth 2

channel loading impact due to Network =i andwidt

interference, other APs, etc. as well as RF Grouping SIP Codec 6.711
H H TPC SIP Bandwidth (kbps) 64

Cllent trafflc oea SIP Vioice Sample Interval (msecs) 20

Coverage

SIP CAC Support is for wireless stations that ot e Traffic Stream Metrics

do not support TSPEC-based admission e Metrcs Calection -

control DFS (802.11h)

High Throughput
(802.11n/ac/ax)
CleanAir v

cisco M- BRKCRS-2501 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 112



AireOS - QoS Profiles (Precious Metals)

Platinum, Gold, Silver or Bronze templates
which can be applied to WLANSs

The main purpose of the QoS profile is to
limit the maximum DSCP allowed and thus
limit the 802.11 UP value.

Per-User or Per-SSID rate limiting

« Real-Time (UDP) & non-Real-Time (TCP)
flows

* Upstream & Downstream Rates

Maximum Priority setting controls the
maximum DSCP marking of traffic in the
CAPWAP header. Unicast/Multicast default
is the marking used for non WMM packets

The Maximum Priority setting should be in
alignment with the AVC Profile

cisco L{{@/

CISCO MONITOR

WLANS

CONTROLLER

WIRELESS

Save Configuration  Ping

SECURITY

MAMNAGEMENT

Logout Refres

COMMANDS

HELP  FEET

FlexConnect
Groups

» FlexConnect ACLs

FlexConnect VLAN
Templates

Network Lists

w 802.11a/n/ac
Network
« RRM
RF Grouping
TPC
DCA
Coverage
General
Client Roaming
Media
EDCA Parameters
DFS (802.11h)
High Throughput
(802.11nfac)
Cleanair

» 802.11b/g/n
» Media Stream
Application
» Visibility And

Control
Lync Server
Country

Timers

v

Netflow

|

Qos
Profiles
Roles
Qos Map

Edit QoS Profile

= Back |

QoS Profile
Name

platinum

Apply | Reset to defaults |

Description

For Vioice Applications

|Per-user Bandwidth Contracts (kbps) *

Average Data Rate
Burst Data Rate
Average Real-Time Rate

Burst Real-Time Rate

DownStream UpStream
o | b
o | 0
o | b
o | 0

|Per-SSID Bandwidth Contracts (kbps) *

DownStream UpStream
Average Data Rate |D | ]
Burst Data Rate |D |
Average Real-Time Rate |D | 0
Burst Real-Time Rate |D | :D
WLAN QoS Parameters
I Maximum Priority voice b I

Unicast Default Priority

Multicast Default Priority

Wired QoS Protocol

Protocol Type

| besteffort |

besteffort e

| MNone |

BRKCRS-2501
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AireOS AVC & FlexConnect AVC Profiles

NBAR-based policies

* NBAR versions are generally different between the
WLC (AVC Profiles) and the AP (FlexConnect
Profiles)

Up to 32 application rules per profile

Actions of Mark, Drop, or Rate-limit

¢ Marking can be Upstream, Downstream, or
Bidirectional

* Up to 3 applications can be rate-limited
AireOS 8.8 and higher allows a “class-default”

rule with marking action applied to all apps
which do not match a previous rule

AVC profiles modify the DSCP markings of the
original packet. QoS Profiles modify the DSCP
markings of the outer CAPWAP header.

» Align AVC Profiles with QoS Profiles

cisco L{{@/

CISCO  MONITOR
Wireless

¥ Access Points

WLANS

CONTROLLER

AVC Profile > Edit

WIRELESS _{ECURITY

‘AVC-MARKING®

MANAGEMENT

COMMANDS

HELP

Save Configuration  Ping

< Back

Rate Limit (avg/burst

Logout Refresh

EEEDBACK  User:CiscoDNA(Readwrite) f Home

Add New Rule

All Aps Application Name Application Group Name ~ Action  DSCP Direction rate)Kbps
+ Radios
802.11a/nfaciax cisco-phene voice-and-video mark 46 Bidirectional  NA
802.11b/g/n/ax cisco-jabber-audic woice-and-video mark a6 Bidirectional NA
Dual-Band Radi
G‘Db;ﬁ:w:'gumiw:zs ms-lync-sudie business-and-productivity-tools mark 46 Bidirectional  NA
e — cisco-ip-camera woice-and-video mark 40 Bidirectional  NA
telepresence-media voice-and-video mark 32 Bidirectional  NA
Mesh
cisco-jabber-video voice-and-video mark 34 Bidirectional  NA
L LRIy webex-media woice-and-video mark 34 Bidrectional  NA
b ATF ms-lync-video business-and-productivity-tools mark 34 Bidirectional NA
RF Profiles skinny, woice-and-video mark 24 Bidirectional  NA
FlexConnect Groups ~ Cisco-jabber-control voice-and-video mark 24 Bidirectional  NA
» FlexConnect ACLS telepresence-control voice-and-video mark 24 Bidirectional  NA
D e sin voice-and-video mark 24 Bidirectional  NA
Templates sip-tls voice-and-video mark 24 Bidirectional  NA
e (0TS cisco-jabber-im instant-messaging mark 18 Bidirectional  NA
} 802.11a/nfac/ax ms-office-web-apps business-and-productivity-tools mark 18 Bidirectional  NA
TR citrix business-and-productivity-tools mark 18 Bidirectional  NA
. a/nfax
salesforce business-and-productivity-tools mark 18 Bidirectional  NA
»_Media Stream <op business-and-productivity-tools mark 18 Bidirectional  NA
- Alz\pglié:atitonI\Iisil:nilit\.v fip file-sharing mark 10 Bidirectional NA
n ontrol
e e s ftp-data file-sharing mark 10 Bidirectional  NA
AVC Profiles cifs file-sharing mark 10 Bidirectional  NA
FlexConnect AVC . .
Applications tftn file-sharing mark 10 Bidirectional NA
;'fu’;ﬁ;;"mwc exchange email mark 10 Bidirectional  NA
e outlook-web-service email mark 10 Bidirectional  NA
Count lotus-notes email mark 10 Bidirectional  NA
ountry
secure-imap email mark 10 Bidirectional  NA
Timers
netflix voice-and-video mark 8 Bidirectional  NA
b Netflow bittorrent file-sharing mark & Bidirectional  NA
b QoS itunes file-sharing mark ] Bidirectional NA
facebook browsing mark 8 Bidirectional  NA
youtube voice-and-video mark 8 Bidirectional  NA
class-default other mark 0 Bidirectional  NA

jnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn
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AireOS - Applying QoS & AVC Profiles to WLANSs

Navigate to WLANSs, select the
WLAN ID, and select the QoS tab

Select the QoS Profile to apply to
the WLAN

Enable Application Visibility and
select the AVC Profile to apply to
the WLAN

You can override per-user and per-
SSID rate limiting for the WLAN if
you choose

Set the WMM Policy on the WLAN

» Disabled

+ Allowed

» Required

cisco L{{@/

nmim
cisco

MONITOR  WILANS

Save Configuration Ping

CONTROLLER  WIRELESS  SECURITY MANAGEMENT COMMANDS  HELP

Save Configuration Ping

Logout Refry

EEEDB/

Logout Refre

| CISCO MONITOR WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  EEEDBA
" WLANs WLANSs > Edit 'lab3employ_Global_NF_e15bc00b’  [iBackn| |[iappiyill
b Advg
v WLANs | General | Security l QoS | Policy-Mapping | Advanced |
WLANS 1 mn L STTTrOCT o Py -
» Advanced DownStream  UpStream

Average Data Rate [0 .0 ]
Burst Data Rate [0 0
Awverage Real-Time Rate |U 0
Burst Real-Time Rate |0 0
Clear

WMM
WMM Policy [Allowed  ~]
7920 AP CAC L1 Enabled
7920 Client CAC [] Enabled

Lync Policy
Audio
Video
Application-Sharing ’m
File-Transfer

< > ’
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AireOS - DSCP-to-UP Mapping & DSCP Trust

- Disable the QoS Map to
change the mappings

- Upstream configuration

* Trust DSCP UpStream
(recommended)

« UP to DSCP Map

» A table will appear allowing you to
choose the mappings

- Downstream configuration

« Configure the DSCP to UP Map
ranges

 Add DSCP Exceptions to the
map

- Re-enable the QoS Map

cisco L{{@/

Cisco

MONITOR ~ WLANS

CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless

v Access Points

All APs
= Radios

QoS Map Config

Qos Map

802.11a/nfac Up Stream Down Stream
802.11b/g/n
Dual-Band Radios Trust DSCF UpStream @) )
Global Configuration DSCP to UP Map Add DSCP Exception
UP to DSCP Map @)
» Advanced i User Priority 0~ DSCP Exception ]
Mesh DSCP Start o] User Priority
L LhE DSCP End o] Add _Clear All |
RF Profiles Hodi DSCP Exception List
FlexConnect Groups DSCP to UP Map List
» FlexConnect ACLs psce up
FlexConnect VLAN Start  End 1% 0 ]
ot atizs up DSCP  DSCP s i a
Network Lists 0 0 7 10 2 [~]
1 8 15 o
» 802.11a/nfac 12 2
2 16 23
» 802.11b/fg/n 14 2 [~ ]
3 24 31 18 5 [~
» Media Stream
4 32 39 20 5 o
Application Visibility 5 40 47 23 3
¥ And Control g
3 48 55 . . o
Lync Server 7 56 63 . " o
Country a4 B o
Timers 30 4 -]
» Netflow 28 4 [~]
v QoS 26 4 -]
Profiles 24 4 )
Roles
Qos Map 40 5 [~]
32 5 [~]
46 3 [~}
44 5 [~ ]
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Cisco AirOS QoS Design At-A-Glance

afran]e
CISCO.

AireOS Wireless LAN Controller AVC/QoS Design

Ar-A-Glance

Role in Wireless Campus Network

Cisco Aire0S wireless LAN controllers centrally
manage QoS policies on wireless LAM acoess points.
as well as perform advanced QoS operations, such
as Application Visibility and Contrel (AVE)
cassification. marking and palicing.

QoS Design Steps

There are three main steps required to configure
AVCIQoS on AirsOS WLCs:

1. Select and tune the desired QoS Profile

2. Configure an AVC Profile

3. Apply the QoS and AVC Profiles on the
WLAN and enable Application Visibility

Step 1: Selecting and Tuning the QoS Profile

QoS Profiles are applied to both upstream and
downsiream fiows on WLC egress. The WLAN QoS
Profile defines (as shown in Figure 1):

- Per-User Bandwidth Contraets—(Qptional)
per-user limits for average and peak data and realtime
traffic rates.

- Per-SSID Bandwidth Contracts—(Optional) per-
SSID imits for average and peak data and realtime
traffic rates

- WLAN Maximum Priority—The highest DSCP
marking value that may be used on the WLAN: this
value can override AVC policies as well DSCP-values
received from the wired netwark. As such, in
multiservice WLAMS. it is generally recommended to
ensure that the Maximum Priority value be set to
voice.

- Unicast and Multicast Default Pricrity—The default
DSCP marking value to be used on the WLAN for all
traffic not explicitly classified by an overriding AVC
Profile. Typically these values are set as best effort:
however there may be cases where this default valus
may be set to background (i.e.. bronze), such as if
applied to 3 guest WLAN

- Wired QoS Protocol—Can be set to 802.1p and the
maximum CoS value can be defined per WLAN

Cisco

.&./

Figure 1 Design Recommendations for the Platinum Qo8 Profile for an Employes WLAN

Wireless

} Access Points
b Advanced
Mesh
RF Profiles
FlexConnect Groups
FlexCornect ACLs
FlexCornect VLAN
Templates
OEAP ACLs
Metwaork Lists
b B02.1la/nfac
b BO0211b/g/m
b Media Stream

, Application visibility
And Control

Lync Server
Country
Timers

b Netflow

Profiles

Roles.

MONITOR Ns

Edit QoS Profile

CONTROLLER

QoS Profile Nai platinum

Description

WIRELESS

SECURITY

Per-User Bandwidth Contracts (kbps) *

Average Date Rate
Burst Data Rate
Average Real Time Rate

Burst Real-Time Rate

BownStream
o
0
o

o

UpStream
L]
0
o

o

Per-SSID Bandwidth Contracts (kbps) =

MANAGEMENT

Modificd Platinum QoS Profile For Multiservice WLANs

BownStream  UpStream
Average Dats Rate o a
Burst Data Rate o a
Average Real-Time Rate o a
Burst Real-Time Rate o o
WLAN QoS Parameters
Maximurn Prierity voloe

Unicast Defoult Priority
Multicast Default Priority

bestaffart

besteffort

Wired QoS Protocol

Protocel Type

MNena ¢

Cisco AireS WLG AVG/QoS Design

At-A-Glance

Step 2: Configure an AVC Profile
AVC Profiles are applied to both upstream and

downstream flows on WLC ingress. While this may
simplify the QoS palicy canfiguraion on the WLC. it

Fig

ure 2 Example AVC Profile for an Emp

MONITOR

WLANS

CONTROLLER  WIRELESS

ECURITY

MANAGEMENT

COMMANDS

AvC Profia

MG MARRING G

bl ot Wireless AVC Profile > Edit *AVC-MARKING'
mapping. b Access Peints Rate
Additionally, each WLAN can have only ane AVC b Advanced Agglicatien Nazi. Agglication Groue Mame _Actlon  DSce Direction raie
profile attached 1o it to contral applications, however Mesh ] e ekl J6 meecind KN
an AV Profile san be aftached o multiple WLANS. 5 profiies Rze-mIber g woice-angvideo mak 6 peecmens WA
Also, an AVC Profile can contain a maximum of 32 FlaxC i L 5SS Y
application rules and a maximum of 16 AVC profiles e gaco-in-camera veice-and vide mark 4D Bawectens WA
can be created on a WLC. Also, enly 3 AVC PiexCornect VLAY e e— Ty T
applications may be paliced in a given profile. s dcjatber-iten prm— T 3 Beeetena NA
As has been previously discussed, it alsc is important Metwark Lists meb=reha o= and e et : :ﬂ::::: :
to note that each WLAN can have both a QoS Profile » B021larniae
and an AVE Profile affached to it. The AVC Profile is R - o Eavaima A
applied when the packet enters the WLC and the QoS gxe-inbber-control voice-and-videa mark 4 Bafirectionnl  NA
palicy is applied when packet axits the WLC. QoS b Media Stream tekearesence-control volkee-and-vidsa mark 24 Bawectonal WA
Profiles may define a Maximum Priority (DSCP value) [ Appiication visibwty ] | == voice-ard-videa mork 24 Beectonal  NA
for packet marking, which will override any AVC Profile And Control sp-tis voice-ard-videa mark 24 Bfirectional A
marking policy. Thus care should be taken that QoS e Py retank messegin TR ===y
and AVC Profiles are correctly configured to mark 18 Baactional  NA
complement-and not contradict-one another. R e | i busness-ang-produiy mark 18 Bfwecsnal  NA
An example AVC Profile is shown in Figure 2. e o busness-and-productivity-to mark 18 Beeectional WA
st = husoezs ang preductiity o mark Bectionn)
.1 file-shanng mark 1w Bawectonal  MA
Step 2: Apply the QoS and AVC Profiles on the Timers e roir e B e
WLAN and enable Application Visibility With the b Netflow o v s = e
QoS and AVC Profiles defined, all that remains is to e - e e
enable these on a given WLAN. as shown in Figure 3.
Additionalty, by checking the box for AVG. Application EHEhEnas L L .
Visibility is enabled on the WLAN. Butiopk-meb-service amail mark 10 Bdeectional WA
[ el mok 10 Gecnenn KA
Figure 3 Example AVC Profile for an Employee WLAN zoumiman email mork 10 Befrochonn WA
voice-and-videa ek B Badecional WA
Hemsarig mak 8 afeecoon Wb
WLANS WLANS > Edit 'sitat" snaneg A E e
tacsbzais bromzing mark B Bewecsonal WA
= n\:::!- | Genersi | IITI | n ‘ woutube voke-ard-vides mark L] Bufirectional WA
Ll nuiu ynice-and videa mok B Gecnan KA
! pvanesd Zusaliy of Service [dnd) Biatium ksl 3
Asaieation ity E—

For more details, see the AVC/CoS Design chapter of the BYOD CVD at:

;_Networks/Unified_Access/BYOD_Design_Guide/BYOD_AVC himi

And the Cisco Press book: End-to-End GoS Metwork Design (Second Edition)-Chapter 18

Uploaded to the BRKCRS-2501 Campus QoS Design Simplified - Webex Teams Space
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Cisco AirOS QoS Mapping At-A-Glance

o]
CISCO.

WLAN QoS Mapping for AireOS Wireless LAN Controllers

ArA-Glance

The Case for QoS Mapping in the Wireless LAN

As intemet traffic is increasingly sourced-from and destined-to wireless endpoints, it is
crucial that Quality of Service be sligned between wired-and-wirsless networks; howsver,
this is not always the case by default. This is due to the fact that two independent standards
badies provide QoS guidance on wired and wireless networks: specifically. the IETF offers
design recommendations for wired IP networks, whie a separate and autonomous
standards-body. the |EEE. administers the standards for wirsless 802.11 networks. As
such, custom QoS mappings are required between IETF Differentiated Services Code Point
(DSCP) and IEEE 80211 User Priority (UF) markings to reconcile the design
recommendations offered by these two standards bodies. and. as such. to optimize
wired-and-wireless interconnect QoS.

Three are three general options for wirediwireless QoS mapping:
- [Downstream) DSCP-to-UP Mapping

- (Upstream) UP-10-DSCP Mapping

- (Upstream) DSCP-Trust

Note: In Aire0S, these options are combined with GoS Profiles, which can limit the
maximum marking values in uss to/from a given WLAN

DSCP-to-UF Mapping

Downstream DSCP-to-UP mapping is shown in Figure 1.

By default, 6-bit DSCP values are mapped to 3-bit 802.11e UP values by taking the three
Most-Significant Bits (MSB) of the DSCP and copying these as UP values. For example.
the IETF recommended marking for voice {DSCP EF/46-binary 101110) is mapped by
default to UP § (binary 101): which. incidentally is an IEEE recommended marking for
video (IEEE marks voice as UP 6).

Note: To partially compensate for IETF/IEEE marking misalignments, AireOS implements
some non-default mappings, as specified in the QoS Translation Table at
http./fwww.cisco il A/configuration-guide/ cg1/
b_cga1_chapter_0D1010111.hml

Upstream DSCP-to-UP Mapping

Upstream UP-to-DSCF mapping is shown in Figure 2.

Conversely, in the reverse direction, UP values are simply multiplied by 8 (in order to shift
these three binary bits to the lef) to generate a DSCF value. Continuing the example. the
|EEE recommended marking for voice (UP B-binary 110) would be mapped by default fi.e.,
multiplied by ) to DSCP CS6/48 (binary 110000); which. incidentally is an IETF recom-
mended marking for network control traffic (rather than EF/48, the IETF marking for voice).

Upstream DSCP Trust

Upstream DSCP trust is shown in Figure 3.

To prevent information from being lost in transiation (which can happen when converting G-
bit markings ta/from 3-bit markings). as well to prevent IEEE UP markings to generate
misaligned IETF DSCP markings, Cisco wireless access points can also be configured to
Trust DSCP. In this example, a voice packet marked EF can likewise have its CAPWAP
outer DSGP set to match.

Figure 1: Default Downstream DSCP-to-UP Mapping

ﬂﬁ 4€—— Direction of Flow

3-BilUP _6-Bit DSCP = e

CRPYAP Packet

Figure 2: Default Upstream UP-to-DSCP Mapping

402145 Prame.

osce | we osce | psce DSCP
.

Direction of Flow
3-Bit UP 6-Bit DSCP

et 3 s are copea
Lasi 3 Bits ave.

Figure 3: Upstream DSCP Trust

aoreram J— e pacha
DscP DSCP oscP DSCP
K = =
Direction =
of Flow
6-Bil DSCP GBDSCP s e e

WLAN QoS Mapping for Aire0S Wireless LAN Controllers

At-A-Glance

Cisco DSCP<>UP Qo§ Mapping Recommendations

As previously mentioned, (Layer 2) IEEE and (Layer 3)
IETF marking recommendations do not always align
For example, DSCP EF/48 is recommendad by the
IETF for use for voice. which would map by default to
UP &: but the IEEE designates UP 6 for voice. These
discrepancies must be taken into account and
recanciled in WLAN QoS designs. as shown in Figure
4 which presents Cisco's Recommended DSCP-io-UP
Mappings.

Figure 4: Cisco Recommended DSCP-to-UP
Mapping

Mote: The details behind Cisco's recommendations

for IETFIEEE QoS Mapping are documented in the
Internet Draft: http:/ftools ietf orgihtml/draft-szigeti-
tsvwg-ieee-802-11e-01

In the upstream, Cisco recommends DSCP-trust, for
the fallowing reasons:

« This is a standards-based approach (per RFC
2474 and 2475)

- Most wireless device operating systems generate
UP values by using the 3 MSE of the encapsulated
&-bit DSCP: then, at the access point, these 3-bit
mappings are converted back into DSCP values; in
such cases, information is lost in the transitions from
&-bit marking to 3-bit marking and then back to 8-bit
marking: trusting the encapsulated DSCP prevents
this loss of information

- A practical implementation benefitis also realized.
as enabling applications to mark DSCP is much
more prevalent and aceessible to programmers of
wireless applications vis-a-vis trying to explicitly set
UP values, which requires special hooks into the
wireless device operating system

Copyright 62015 Cinco Syataems, ine. 4 rights resarvad Cinc, the Cines logo, Gaen Syatars,

Alre0S Recommended QoS Mapping Configuration
Note: This requires Aire0S 8.1MR+

Step 1: Disable the 802 11 Networks and the Current QoS Map
1le: config 802.11a dizable network
1ler] > config 802 11b disable network
(Cisco Controller) > config gos gosmap dizable

[Cizce Ca

(Cisco Contx

Step 2: Configure the UP-to-DSCP Maps

Even though DSCP will be trusted in the upstream direction {rather then implementing UP-to-DSCP Maps). specifying
the UP-to-DSCP maps is a syntactical requirement. Additionally. the first line also has the additional benefit of mapping

the whole DSCP range (0-63) to UP O

(Cisco config up-to-dscp-map 0 0 0 63
(Cisco config up-to-dscp-map 1 B
(Cisco config up-to-dscp-map 2 16
(Cisco config up-to-dscp-map 3 24
(Cisco config up-to-dscp-map 4 32
(Cisco config up-to-dscp-map 5 40
(Cisco config up-to-dscp-map 6 48
(Cisco config up-to-dscp-map 7 56

Step 3: Configure DSCP-to-UP Mapping Exceptions

Only the exceptions noted in Figure 4 will be explicitly mapped to various UP values; all remaining (unused) DSCPs will

continue to be mapped to UP 0.

dscp-to-up-exception 46
dscp-to-up-exception 40
dscp-to-up-exception 38
dscp-to-up-exception 36
dscp-to-up-exception 34
dscp-to-up-exception 32
dsep-to-up-exception 30
dscp-to-up-exception 28
dscp-to-up-exception 26

dsep-to-up-exception 24
dscp-to-up-exception 22
dsep-to-up-exception 20
dscp-to-up-exception 18
dscp-to-up-exception 16

gosmap dscp-to-up-exception 14
gqosmap dscp-to-up-exception 12
qosmap dscp-to-up-exception 10
gosmap dscp-to-up-exception § 1

A L

9:988994989424034344

(Cisce Controller] > config

Step 4: Enable DSCP-Trust, the New Qos Maps and the 802.11 Networks

(Cisco Controlle config g0z gozmap trust-dscp-upstream enable
config goz gozmap enable

config 802.11a enable network

config 802.11b enable network

Contzolle;
1le:
(Cizsco Contzolle:

[Cizce Ca
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Agenda

Campus QoS Design Considerations and Best Practices
- Cisco Catalyst 2960-X / 3560-X / 3750-X QoS Design

« Cisco Catalyst 9000 / 3850 / 3650 Series QoS Design

- Cisco Catalyst 6800 / 6500-E QoS Design

« Meraki MS Series Switch QoS Design

Campus WLAN QoS Design Considerations and Best
Practices

« Cisco AireOS WLC AVC / QoS Design
« Cisco Catalyst 9800 WLC QoS Design
« Meraki MR Series AP QoS Design

What are we doing to make this simpler?

Summary and References

cisco M- BRKCRS-2501 © 2020 Cisco and/or its affili



Cisco Catalyst 9800
WLC QoS Design

cisco La/&/



Cisco Catalyst 9800 WLC

QoS Design Steps

1. Tune EDCA and CAC

2. Create QoS Policies (MQC or Web-UI)
AVC/NBAR Based
ACL Based

3. Apply QoS Policies
- AVC/NBAR Based, ACL Based, or Precious Metals QoS Profile per SSID
- AVC/NBAR Based, ACL Based, or AAA Override per Client
- AutoQoS

cisco M- BRKCRS-2501 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 121



Tunable for each radio (5 GHz & 2.4 GHz)

Radio must be disabled before changing
the EDCA Profile

Navigate to Configuration > Radio
Configurations > Parameters > 5 GHz Band
or 2.4 GHz Band

Select the EDCA profile

wmm-default
svp-voice
optimized-voice
optimized-video-voice
custom-voice

fastlane

cisco L{{@/

Catalyst 9800 - EDCA Profiles

sahialis - Cisco Catalyst 9800-40 Wireless Controller

cisco 16.10.18

Q

Dashboard
Monitoring

S Configuration

Administration

Troubleshooting

BRKCRS-2501

Parameters

5 GHz Band

EDCA Parameters

2.4 GHz Band

EDCA Profile

| wmm-default

DFS (802.11h)

A DTPC Support is enabled. Please disable it at
Network to configure Power Constraint

Power Constraint™

Channel Switch
Announcement Mode

Smart DFS

v Apply

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Catalyst 9800 CAC

il Giseo Catalyst 9800-40 Wireless Controller
et

Only supported for Voice & Media (no
Video CAC)

Tune for each radio (5 GHz & 2.4
GHz)

Radio must be disabled before
changing CAC settings

Navigate to Configuration > Media
Parameters > 5 GHz Band or 2.4 GHz
Band

Load Based CAC takes into account
channel loading impact due to
interference, other APs, etc. as well
as client traffic

SIP CAC Support is for wireless
stations that do not support TSPEC-
based admission control

cisco L{{@/

CISCO

Q

Dashboard
Monitoring

®) Configuration

Administration

Troubleshooting

Media Parameters

A 5 GHz Network is operational. Pleas

e disable it at Network to configure dia

Parameters

Welcome netadmin A B

B &

Media

General

Unicast Video Redirect

Multicast Direct Admission Control

Media Stream Admission Control

(ACM)
Maximum Media Stream RF
bandwidth (%)*

Maximum Media Bandwidth (%)*

Client Minimum Phy Rate (kbps)

Maximum Retry Percent (%)~

85

6000

B0

Media Stream - Multicast Direct Parameters

Multicast Direct Enable

Max streams per Radio

Max streams per Client

Inactivity Timeoul t

No Limit

No Limit

Voice

Call Admission Control (CAC)

Admission Gontrol (ACM) )
Load Based CAC v
Max RF Bandwidth (%)* 75
:?ﬂz;srewed Roaming Bandwidth 6

Expedited Bandwidth

SIP CAC and Bandwidth

SIP CAC Support

Traffic Stream Metrics

Metrics Collection

Strearn Size™ 84000
Max Streams* | 2

Inactivity Timeout

BRKCRS-2501
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Catalyst 9800 - QoS Policy (Web-UI) Tof4

Navigate to Configuration >
Services > QoS

Click +Add to add a new QoS
Add QoS

pO“Cy Auto QOS (@ oisaniep
D|Sa ble Auto QOS Policy Name* il

Description

Configure a POIiCy Na me Match v Match v Mark v Mark ~ Police Value ~ AVC/User ‘
(polle—map) and Descnp“on Type Value Type Value (kbps) Drop ~ Defined Actions  ~

0 [0 ]

Click +Add Class-Maps to
add one or more class-maps

Class Default

Two choices for class-maps: . Poice(kop)

® AVC - N BAR_ based Drag and Drop, double click or click on the button to add/remove Profiles from
Selected Profiles
« User-Defined - DSCP or ACL P —

Profiles Profiles Ingress Egress

Determine the behavior of the
default traffic-class

default-policy-profile

cisco M- BRKCRS-2501 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 124



Catalyst 9800 - AVC Class-maps (Web-Ul) ~ 2°*

For NBAR-based policies, select AVC

Type Value Type Value (kbps) Drop ~ Defined Actions  ~ -
Web-Ul supported match types for 0 -
AVC class-maps
» Protocol, Category, Subcategory, or
Application-group (Protocol Attributes AVG/User Defined | AVC v
supported via CLI) Mateh ® Any Ol
Select protocols from the menu and Mark Type — v
click > to apply to the class-map Mark Value 0 .
Select Match Any (logical OR) if you Prop
select multiple protocols Police(kbps)
Configure the action(s) Meten Tvpe i ’
Available Protocol(s) Selected Protocol(s)
« Drop, Mark (DSCP Only), or Police s .
(specify the rate) 3com-tsmux -
3pc -
4chan e
Save each class-map to add to the
solicy-map =33
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Catalyst 9800- ACL Class-maps (Web-UI)

For ACL-based policies, select
User Defined

Currently supported match types for
User Defined class-maps

« DSCP or ACL

For match type of ACL, select the
ACL from the drop-down list under
Match Value

Select Match Any (logical OR) or
Match All (logical AND)

Configure the action(s)
« Drop, Mark (DSCP Only), or Police
(specify the rate)

Save each class-map to add to the
policy-map

cisco L{{@/

Add QoS ®

30of 4

AVC/User Defined . User Defined v
Match ® Any [OF]
Match Type | ACL v |
Match Value* | Select a value v |
Mark Type | bsce v | Mark Value _ 0 v
Drop
Police(kbps) | 8 - 1000000 0 |
=3
Class Default
Mark _ None v Police(kbps) 000(C
Drag and Drop, double click or click on the button to add/remove Profiles from Q, Search
Selected Profiles

-~

BRKCRS-2501
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Catalyst 9800 - QoS Policy (Web-UlI) 4of4

Add QoS

« You can apply the custom QoS Policy Mark (Mo ] Police(kbps) [s-10000000 |
to the Policy Profile by selecting from
. . . . Drag and Drop, double click or click on the button to add/remove Profiles from Q. Search
the available profiles, clicking on the Selected Profiles
-> button, and checking the ingress Available (2) Selected (1)
and/or egl’eSS boxes Profiles Profiles Ingress  Egress
° Optionally, you can apply the QoS ) cefaut-poiicy-profie Y ﬁlawbramh_Global_F v €
. S . o 23652
Policy within the Policy Profile itself _ -
) lab3guest2_Global_GA_658387d6 >
(next slide)

« Click the Apply to Device button to
save the custom QoS policy

==
CISCO M&./ BRKCRS-2501
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Apply QoS Policies to Policy Profiles

- Navigate to Configuration > Tags & Profiles > Policy - Click the Update & Apply to Device button to

. . : . save the Policy Tag
- Click on the Policy Profile to edit and then select QoS and AVC

. App|y QoS '-I:I|'§::IS' Cisco Catalyst 9800-40 Wireless Controller Welcome CiscobNA | # & 1 e C 2
16.10.1e
policies per SSID ——— Edit Poliey Profile x
Q
M PreC|OUS Metals General Access Policies QOS and AVC Mobility Advanced £
. CUStom PO“Cy @| Dashboard Auto QoS None \: Flow Monitor IPv4
Palicy Profile Name
- | wireless-avc-basic | ¢ |
° Apply QOS default-policy-profile ot >3O beley Farese -
pollCleS per Clle nt lab3guest_Global_GA_ed06eelf Egress | platinum ’. '- Ingress .WirEIESb'ﬂ“'C'bdsiC ' |
. Cus‘tom POlle Administration oG G CNe e Ingress | platinum-up x v | Flow Monitor IPv6
1 0 ¥ '
Troubleshooting i . Egress | T
. - QoS Client Policy g
- Optionally apply . |¥
Auto QOS pollcy Egress | AVC_Marking .DUlIW: y: Ingress ) fd
- Enterprise Ingress ' [*]
- Fastlane SIP-CAC
. G uest Call Snooping
. \/Oice Send Disassociate
Send 486 Busy

cisco M- BRKCRS-2501 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 128



- Navigate to Configuration > Tags & Profiles > Tags

Catalyst 9800 - Apply Policy Profile to Policy Tag

- Under the Policy tab select the Policy Tag to which you want to apply the QoS Policy Profile

Click +Add to add
WLAN Profile(s)
and Policy
Profile(s) to the
Policy Tag

Click the Update &
Apply to Device
button to save the
Policy Tag

cisco L{{@/

alialt - cigep Catalyst 9800-40 Wireless Controller

cisco 16.10.1¢
Q

Dashboard

@ Monitoring

) -
=, Configuration

Administration

Troubleshooting

Manage Tags

Paolicy

Policy Tag Name

default-policy-tag

Site

RF

AP

I PT_Milpi_Build_Floor_27205

1

10

+ Add |

Welcome netadmin A © # 1 @ =

Edit Policy Tag x®

A Changes may result in loss of connectivity for some clients that are associated to APs with this Policy Tag

Narme* " PT_Milpi_Build_Floor_:

Description PolicyTagName F'T_Mi\.'

WLAN Profile . Palicy Profile ~
lab3guest_Global_GA_ed06ee0f lab3guest_Global_GA_ed06ee0f

lab3employ_Global_NF_3f306096 lab3employ_Global_NF_3f306096

1 | 10«

5} Update & Apply to Device
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Catalyst 9800 - Apply the Policy Tag to APs

One of the way is to use
the static method, under
the AP tab select the Static
tab

Click +Add to assign a
Policy Tag, Site Tag, and
RF Tag to an AP. Type in
the MAC Address of the AP

Select the Policy Tag, Site
Tag, and RF Tag from the
drop-down menus

Click the Save & Apply to
Device button to save the
tag assignments

cisco L{{@/

dleilie Giseo Catalyst 9800-40 Wireless Controller
cisco 16.10.1e

Q

Dashboard

@) Monitoring

¥ Configuration
dministration

roubleshooting

Manage Tags

Policy Site

RF

Tag Source

Static

+ Add

Welcome netadmin

AP

Filter

A« CR & MO

=

AP MAC Address

00f6.6313.b796

1

| 10

~ Policy Tag Name

~ Site Tag Name

~ RF Tag Name

PT_Milpi_Build_Floor_2f205 default-site-tag TYPICAL

= |
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Catalyst 9800 - DSCP-to-UP Mapping & DSCP

Trust
the downstream direction [ 1eiephony = 6 AC_VO
are statically defined on VOICE-ADMIT o 5 AC VO
the Catalyst 9800 WLC Signaling oS5 - AC_VI
. DSCP Trust is enabled by Multimedia Conferencing AF4x 4 AV_VI
default in the upstream Real-Time Interactive CS4 5 AC_VI
direction Multimedia Streaming AF3x 4 AC_VI
Broadcast Video CS3 4 AC_VI
Low-Latency Data (Transactional | AF2x 3 AC_BE
Data)
OAM CS2 0 AC_BE
High-Throughput Data (Bulk Data) | AF1x 2 AC_BK
Low-Priority Data (Scavenger) CS1 1 AC_BK
Remaining Remaining 0 AC_BE
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Agenda

Campus QoS Design Considerations and Best Practices
- Cisco Catalyst 2960-X / 3560-X / 3750-X QoS Design

« Cisco Catalyst 9000 / 3850 / 3650 Series QoS Design

- Cisco Catalyst 6800 / 6500-E QoS Design

« Meraki MS Series Switch QoS Design

Campus WLAN QoS Design Considerations and Best
Practices

« Cisco AireOS WLC AVC / QoS Design
+ Cisco Catalyst 9800 WLC QoS Design
« Meraki MR Series AP QoS Design

What are we doing to make this simpler?

Summary and References
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Meraki MR Series
AP QoS Design
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Meraki MR Series AP QoS

Bandwidth Shaping - Configure > Firewall and Traffic shaping

Per-device bandwidth limit €@ 1 Mbps
m detais ™ Enable SpeedBurst @

| Limits the speed of the client on the network. ‘

Total SSID bandwidth limit @  unlimited

details

- Supports separate upload and download limits

- Per-SSID and per-device/user limits
« Support for per-user bandwidth limits when a customer-hosted RADIUS server is used

- SpeedBurst allows up to 4 times the configured rate for 5 seconds

https://documentation.meraki.com/MR/Firewall _and_Traffic_Shaping/Traffic_and_ Bandwidth _Shaping
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Meraki MR Series AP QoS

Traffic Shaping - Configure > Firewall and Traffic shaping

- |dentifies traffic based on Layer 3 or Layer 7 (application) signatures and enforces
QoS

« Rule Definition - 2 Options
- Select from pre-defined application categories
- Custom rule definitions specifying HTTP hostnames, port number, |IP address range, or combinations of IP
address range and port
- Rule Action - Shaping and/or Prioritization
 Allow unlimited bandwidth usage - ignoring limits set for a particular SSID
- Obey the SSID limits defined on the Access Control page
- Apply more restrictive limits than specified for the SSID
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Meraki MR Series AP QoS

Upstream and Downstream QoS

- Default downstream mapping
of DSCP value to 802.11 AC

- Upstream QoS sent by the
client is honored.
- DSCP field within the traffic
sent from the client is

maintained on the Ethernet
network

- Fastlane support with the
ability to install a wireless
profile on iOS devices via
the Meraki EMM

RFC 4594-Based Model
Voice + DSCP-Admit
Broadcast Video

Multimedia Conferencing

Realtime Interactive
Multimedia Streaming
Signaling
Transactional Data
OAM

Bulk Data

Scavenger

Best Effart

802.3 DSCP

EF + 44

CS5

AF4n

Cs4
AF3n
CS3
AF2n
Cs2
AFin
Csi1
DF

802.3 DSCP [Decimal]

46

24
34,36, 38

32

26,28, 30
40

18, 20, 22
16
10,12,14
8

0

IEEE 802.11 Model [802.11e WMM-AC]

Voice AC (AC_VO)
Video AC (AC_VI)
Video AC (AC_VI)

Video AC (AC_VI)
Video AC (AC_VI)

Video AC (AC_VI)

Best Effort AC (AC_BE)
Best Effort AC (AC_BE)
Background AC (AC_BK)
Background AC (AC_BK)
Best Effort AC (AC_BE)

- The default configuration accepts all application markings. Select Restrict QoS marking to

whitelist specific applications

cisco L{{@/
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Agenda

Campus QoS Design Considerations and Best Practices
- Cisco Catalyst 2960-X / 3560-X / 3750-X QoS Design

« Cisco Catalyst 9000 / 3850 / 3650 Series QoS Design

- Cisco Catalyst 6800 / 6500-E QoS Design

« Meraki MS Series Switch QoS Design

Campus WLAN QoS Design Considerations and Best
Practices

« Cisco AireOS WLC AVC / QoS Design
+ Cisco Catalyst 9800 WLC QoS Design
« Meraki MR Series AP QoS Design

What are we doing to make this simpler?

Summary and References
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What are we doing
to make this
simpler?



How Are We Simplifying Campus QoS?

- Simplifying Hardware - UADP ASIC

- Simplifying Software - 10S XE

« QoS via the Catalyst 9000 Series Web Ul

- Cisco Validated Designs & At-A-Glance Documents

- Automating Best Practices
- Auto QoS
- Fastlane for iOS
- Cisco DNA Center Application Policy and Assurance
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Cisco DNA Center - Application Policy & Assurance

Cisco DNA Center DESIGN POLICY

X Design

Model your entire network, from sites and buildings to devices
and links, both physical and virtual, across campus, branch,
WaAN and cloud.

« Add site locations on the netwark

- Designate golden images for device families

. Create wireless profiles of SSIDs

A

Assurance

Use proactive monitoring and insights from the network,
devices, and applications to predict problems faster and ensure
that policy and configuration changes achieve the business
intent and the user experience you want.

- Assurance Health

« Assurance lssues

PROVISION

ASSURANCE PLATFORM

K Policy

Use policies to automate and simplify network management, reducing
cost and risk while speeding rollout of new and enhanced services.

. Segment your network as Virtual Networks
. Create scalable groups to describe your critical assets

. Define segmentation policies to meet your policy goals

e® Platform

Use DNA Center Platform, to programmatically access your network
through Intent APls, integrate with your preferred IT systems to create
end-to-end solutions and add support for multi-vendor devices.

. View the API| Catalog
. Configure DNA Center - to - Third Party Integrations

« Schedule and Download - Data and Reports

D a

.n.
(%]

35 .
2 Provision
Provide new services to users with ease, speed and security across
your enterprise network, regardless of network size and complexity.
» Onboard and manage unclaimed devices
- Add, update or delete devices managed by the controller
- Provision switches, routers, WLCs and APs in defined site

« Set up Campus Fabric across switches

cisco L{{/&/
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Agenda

Campus QoS Design Considerations and Best Practices
- Cisco Catalyst 2960-X / 3560-X / 3750-X QoS Design

« Cisco Catalyst 9000 / 3850 / 3650 Series QoS Design

- Cisco Catalyst 6800 / 6500-E QoS Design

« Meraki MS Series Switch QoS Design

Campus WLAN QoS Design Considerations and Best
Practices

« Cisco AireOS WLC AVC / QoS Design
+ Cisco Catalyst 9800 WLC QoS Design
« Meraki MR Series AP QoS Design

What are we doing to make this simpler?

Summary and References
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References
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Key Takeaways

- Start by identifying the business objectives behind implementing QoS

- QoS on the wired side of the campus is needed primarily to control packet drops
- WLAN QoS is needed to control both jitter and packet drops

- Know your QoS toolset, as this varies platform-to-platform

- Cisco provides many At-A-Glance guides to get you up and running quickly and
design guides for more detail

- Cisco is continuing to simplify QoS—both in hardware and software

- Cisco DNA Center Application Policy delivers simplicity for Campus QoS through
intent-based QoS policy

- Cisco DNA Assurance provides visibility into applications and application
performance on the network
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Your Choice
Manual QoS Policy Intent-Based Application Policy

ip access-1list extended APIC_EM-MM_STREAM-ACL I ] MY CRITICAL APP
remark citrix - Citrix - -
permit tcp any any eq 1494
permit udp any any eq 1494
permit tcp any any eq 2598
permit udp any any eq 2598
remark citrix-static - Citrix-Static = e - i . e
permit tcp any any eq 1604 : Semaret e
permit udp any any eq 1604
permit tcp any any range 2512 2513
permit udp any any range 2512 2513
remark pcoip - PCoOIP
permit tcp any any eq 4172
permit udp any any eq 4172
permit tcp any any eq 5172
permit udp any any eq 5172
remark timbuktu - Timbuktu
permit tcp any any eq 407
permit udp any any eq 407
remark xwindows - Xwindows
permit tcp any any range 6000 6003 .
remark vnc - VNC Apply Policy
permit tcp any any eq 5800
permit udp any any eq 5800
permit tcp any any range 5900 5901
permit udp any any range 5900 5901

exit

ip access-1ist extended APIC_EM-SIGNALING-ACL
remark h323 - H.323
permit tcp any any eq 1300
permit udp any any eq 1300
permit tcp any any range 1718 1720 BRKCRS-2501 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 150
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Recommended Reading

Cisco Catalyst 9000 Switching Platforms: QoS and Queuing

https://www.cisco.com/c/en/us/products/collateral/switches/
catalyst-9000/white-paper-c11-742388.pdf

cisco L{{/&/

miim
cisco

Cisco Catalyst 9000 Switching
Platforms: QoS and Queuing

s affiates.

Page 10168
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Campus QoS Design 4.0—In-Depth

Comprehensive Design Chapters

- Enterprise Quality of Service Design 4.0
http://www.cisco.com/en/US/docs/solutions/Enterprise/WAN and MAN/QoS SRN
D 40/QoSIntro _40.html

« Campus QoS Design 4.0
http://www.cisco.com/en/US/docs/solutions/Enterprise/WAN and MAN/QoS SRN
D 40/QoSCampus 40.html

- WLAN QoS Design (BYOD CVD)
http://www.cisco.com/c/en/us/td/docs/s